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Listing 9. Command to generate  
�g�[�X���V�X�e�g�\�Î�V�T�g�X

�E�\�f�g�\�a�Z���þ�ý�����P�X�U�!�f�X�e�i�X�e���V�b�W�X�� 
in Python

We call the VirtualAlloc � � �Y�h�a�V�g� \� b�a� �� � �B�g� � �T�_�_�b�V�T�g�X� f� � �T� � �U�h� Í�X�e� �
for the next stage, which will be received from the C2 later. 
VirtualAlloc � � � e� X� g� h� e� a� f� � � g� [� X� � � T� W� W� e� X� f� f� � � b� Y� � � g� [� X� � � T� _� _� b� V� T� g� X� W� � � U� h� Í� X� e� � 
�\�a�� �K�:�Q���� �B�g�� �\�f�� �e�X�V�b�`�`�X�a�W�X�W�� �g�b�� �\�`�`�X�W�\�T�g�X�_�l�� �e�\�Z�[�g�!�V�_�\�V�^�� �\�g�� �T�a�W��
select «Follow in Dump» to monitor its contents.

We see a call to the InternetReadFile  function, which 
is intended to fetch the next stage from the server and 
�c�_�T�V�X���\�g���\�a�g�b���T���W�X�f�\�Z�a�T�g�X�W���U�h�Í�X�e�����L�\�a�V�X���g�[�X���f�g�T�Z�X���\�g�f�X�_�Y�����\�a���g�[�\�f��
�X�k�T�`�c�_�X�����\�f���c�e�X�_�b�T�W�X�W���T�f���T���f�X�c�T�e�T�g�X���Î�_�X���&and in some cases, 
�X�a�W�f�� �h�c�� �\�a�� �g�[�X�� �B�>�� �V�T�V�[�X from where it can be retrieved), 

After receiving the URL, the HttpOpenRequestA 
function is called to create a request handle. Finally, the 
HttpSendRequestA  function is called, which directly sends  
a GET request to the URL.

In order to avoid enabling Internet connectivity on 
the virtual machine or calling the hackers on their C2, and 
to make sure that the shell runs correctly without patching, 
�B�� �e�X�Z�\�f�g�X�e�X�W�� �g�[�X�� �<�ÿ�� �b�a�� �_�b�V�T�_�[�b�f�g�� �\�a�� �g�[�X�� �[�b�f�g�f�� �Î�_�X���� �T�a�W�� �f�c�h�a��
up a simple web server on Python. It should also be noted 
that the request is made over HTTPS, and our server must 
�f�h�c�c�b�e�g���g�[�\�f�����M�b���W�b���g�[�\�f�����j�X���Z�X�a�X�e�T�g�X���T���V�X�e�g�\�Î�V�T�g�X�	

Web server code:
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Figure 12. Decryption of the  
buffered data

we  simply place it on the web server with the same name. 
As  an alternative, we can load it directly into the buffer 
manually, but  we may encounter problems in the shellcode 
logic we will have to deal with later. We execute the function, 
and we  see that the buffer  is successfully loaded with the 
contents of the payload file: Next is code for decrypting data 
in the buffer, and an entry point address generated to which 
control will be transferred:

The entry point address is generated in the RCX register 
by adding a hardcoded offset to the address of the buffer 
with decrypted data, after which it is called using the call  
rcx instruction.

At this stage, we can already dump the decrypted  
PE by right-clicking and selecting Follow in Memory Map, and 
dumping the appropriate memory segment into a file there.

We can verify the integrity of the received PE file using 
a tool like PEStudio or any other PE file viewer. Specifically, 
we focus on the accuracy of the data within the import  
and export tables.
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3.3. Decrypting the payload

The decryption algorithm looks like this:

Listing 11. Payload decryption 
algorithm

Listing 12. Running the payload 
decryption utility

A key is hardcoded into the code. The first 8 bytes from 
the buffer are used as an initialization vector, so the data starts 
decrypting from the second 8-byte value.

I also continued experimenting with writing a decryptor 
in Go, and a working version looks like this  5 .

However, this method needs an XOR key to decrypt the 
data, and this key includes information from the previous step. 
What if we only have the encrypted payload that we extracted, 
say, from the IE cache, but no loader code itself? In that case, 
I could think of nothing better than just trying to brute-force 
the 8-byte key used in the encryption algorithm**.** Multi-
threaded key brute-forcer in Go        .

Start:

5

6
6

As a verification value, the code will search for the  
string. This program cannot be run in DOS mode within the 
decrypted data.

The program’s output is a decrypted DLL and the 
resulting XOR key. The program has successfully decrypted 
all available samples.

The decryption process takes an average of 1–15 minutes.
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4. Investigating the loaded DLL

As we continue to debug, we dive directly into the 
decrypted library in x64dbg. Simultaneously, we open the 
code in the IDA and see where we end up after following 
the offset. We end up directly in the exported function 
ReflectiveLoader:

Listing 13. DLL function being 
exported

Listing 14. Instructions for decrypting 
the C2 domain

Since the import table refers to function addresses  
from the WinInet library, let us set breakpoints  
on the following functions right away — in x64dbg  
you can do this in the Command line:  
bp FunctionName:

 › InternetOpenA

 › HttpOpenRequestA

 › InternetReadFileA

Also VirtualAlloc and GetProcAddress, to understand 
the context of what is happening.

Let us run this. First, we’ll break on VirtualAlloc, which 
allocates a buffer. Let us go to the buffer address in the Dump 
window. Next, the code resolves the addresses of library 
functions for subsequent operations.

We stop at the call to InternetOpenA, as this can serve 
as an indicator of preparing to execute an HTTP request. 
Consequently, the C2 should be decrypted somewhere close.

We eyeball the code for any XOR-based decryption 
routines that might be extracting useful information.  
We found a suitable code section:
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Listing 15. Calling the C2 decryption 
function

Figure 13. Hard-coded C2 and XOR 
key values

Pointers to an XOR key and encrypted data are passed 
into the function:

Thus, data is decrypted by performing a bytewise XOR 
operation on the key and the encrypted string.

We set a breakpoint at the first instruction after exiting 
the decryption loop → RUN and we will see the decrypted 
value of the C2 domain in the buffer.

Incidentally, if we search for the encrypted value and its 
key in the raw HEX dump of the library on disk, we will find 
these hardcoded after the import table:



152

A close look at three different samples revealed that 
the offsets of the key and encrypted bytes relative to each 
other were identical in the x64 version and different in the x86 
version. Based on this data, we wrote experimental Go code 
for C2 decryption 7 . 

However, this is no guarantee that it will perform 
consistently well on different datasets.

We encounter a call to the GetAdaptersInfo function, 
which extracts ServiceName of the network adapter.

Figure 14. Calling the 
GetAdaptersInfo function

Figure 15. Generated identification 
string

Next, the code calls a function that generates a massive 
amount of random bytes, simultaneously XORing everything  
it comes across, including the ServiceName. This, in turn, 
could likely be used as a unique system identifier on the C2.

The following string will be generated as a result  
of these operations:

7
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Listing 16. HTTP request crafting 
and transmitting functions

What follows is functions for crafting and transmitting 
an HTTP request to the C2:

The code will re-download the payload from the C2 
using InternetReadFile, decrypt it, and then run it.

In this way, by starting our analysis from the 
PowerShell  script in the logs, we successfully extracted 
and decrypted the loader, the payload itself, analyzed the 
implemen tation  of  the malware components, extracted 
the relevant indicators of compromise, and wrote a couple 
of useful utilities for decrypting the code at different stages 
of the malware activity.
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KEY FINDINGS:

 › The group is targeting various countries around the 
world in addition to its priority region of Latin America.

 › It uses long chains that incorporate a variety of tools 
and malware: AgentTesla, FormBook, Remcos, LokiBot, 
Formbook, Guloader, SnakeKeylogger, XWorm, and 
others.

 › The group uses compromised legitimate FTP servers for 
C2, and SMTP servers, for C2 and phishing.

 › The group uses legitimate services to store malware 
strings, and images with embedded malicious code. 

Researchers from the Positive Technologies Expert  
Security Center discovered more than three hundred attacks 
worldwide, which they confidently attributed to the well-
known TA558 group. 

As originally described by researchers at ProofPoint, 
TA558 is a relatively small financially motivated cybercrime 
group that has attacked hospitality and tourism organiza-
tions mainly in Latin America, but has also been identified 
behind attacks on North America and Western Europe. 
Accor ding to the researchers, the group has been active 
since at least 2018. 

In the attacks that we studied, the group made exten-
sive use of steganography by sending VBSs, PowerShell 
code, as well as RTF documents with an embedded exploit, 
inside images and text files. Interestingly, most of the RTF 
documents and VBSs have names like greatloverstory.vbs, 
easytolove.vbs, iaminlovewithsomeoneshecuteandtrulyy
oun gunluckyshenotundersatnd_howmuchiloveherbutit-
sallgreatwithtrueloveriamgivingyou.doc, and others, asso-
ciated with love, which is why we dubbed the campaign 
«Stegano Amor». ‘
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Figure 1. An example of a public 
directory

Figure 2. A log example 

We also found malware logs containing stolen data 
on the servers with public directories. Thus, data stolen with 
the help of AgentTesla was stored in the form of HTML fi les 
whose names conformed to the following template:

› PW_*PC_name*_*date of exfiltration*_*time of exfiltra-
tion*.html

VICTIMS

In the course of our research, we discovered nume-
rous samples that targeted various economic sectors and 
countries. Most of the email messages we came across had 
been sent to Latin America, but a considerable percentage 
were addressed to companies in Russia, Romania, Turkey, and 
some other countries.

Some of the victims that we saw had legitimate FTP and 
SMTP servers, which the threat actor infected and utilized 
as C2 servers. They also used the infected SMTP servers 
to send phishing email.

As our research eff ort continued, we found servers with 
public directories in which the group placed fi les to be used 
in its attacks. 
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The files contained aggregated credentials for every 
known browser, email (for example, Outlook and Thunderbird) 
account credentials, and remote access (VPN or RDP) 
credentials. 

Figure 3. Distribution of attacks  
by country

The logs included data from regular users, public institu-
tions, and various businesses. 

We discovered a total of more than 320 attacks  
targeting the following countries and sectors:

In the course of our research, we discovered attacks  
on specific companies. The number of attacks on specific  
targets differs significantly from the total number of discovered 
attacks, as we could not always find out who the victim was. 
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Figure 4. Distribution of attacks 
 by sectors

THE RESEARCH BEGINS

While monitoring threats, members of the ESC team 
discovered a file named «factura 00005111, 005114, 005115.
pdf.xlam» SHA-256: 69ffd7a475c64517c9c1c0282fd-
90c47597e3d4650320158cfb8c189d591db8c. Linked files 
led them to an email message. The file name «banned-
20240117T134543-25672-12» suggested that the message 
had reached the recipient but was blocked by security  
systems. It was ostensibly sent to a Romanian company from  
another Romanian company:

 

Figure 5. The phishing email  
with a malicious attachment
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The sender’s IP address, 46.27.49.180, was replaced with 
another. Our data indicated that the group had sent 22 other 
messages from that IP address to various organizations 
starting on June 15, 2023.

When the message is opened, Excel downloads with 
the help of macros a file named «packedtpodododod.exe» 
(SHA-256:C42288A5946D2C3EB35E7485DD85936C1FAB-
F49E46B12449C9136FF974A12F91) from the following URL:

 › 94.156.65.225/packedtpodododod.exe

An RTF file could be downloaded from the same IP 
address via the following URL:

 › 94.156.65.225/microsoftdecidedtodesignnewpro-
ducttoupdateandupgradenewprojectthingsonthep-
candsystem.doc

This variant contains CVE-2017-11882 and downloads 
the following file in the chain from the URL:

 › 94.156.65.225/herewegoxla.exe.

Once downloaded, the file runs. The final payload  
is AgentTesla hiding behind an Excel icon, which uploads data 
to the C2 via FTP. The C2 itself is a legitimate website that  
has been compromised.

OTHER INFECTION CHAINS

Thanks to internal systems, we discovered dozens  
of different files linked to the FTP server, which was used  
as a C2 for AgentTesla. Most of the files linked to the FTP  
server were used in malicious files that bore Spanish, Portu-
guese, and Romanian names. 

We also used our systems to successfully discover 
hund reds of different files and dozens of malicious IP addre-
sses used by the group in the campaign at hand. Some of 
the files were documents with various name extensions 
and  targe ting different countries, but sharing one infrast-
ructure and similarities between the attack chains. The files 
had diffe rent names in English, Bulgarian, Croatian, Turkish, 
Russian, Chinese, and other languages. 

Below, you will find example of AgentTesla chain, but 
also we researched examples of chains containing malware 
that belongs to a variety of families: Remcos, XWorm, Loki-
Bot, Guloader, Formbook, SnakeKeylogger. We would like 
to empha size that one type of malware may be involved in 
several different chains. 

AgentTesla attack: the main scenario involving an Excel 
document and steganography

The main scenario we saw in this campaign and which 
gave it its name is an attack chain that involves steganography. 

A case in point is a file named «Cerere de cotatie.xla» 
(SHA-256: 64020a7a3f5f6c589272f28d727318eb5eb4eb4d-
41510679cb8134c0325c8fe2) 
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It kicks off  the chain. When opened, it exploits CVE-
2017-11882, sending a request to the URL: 

› qly.ai/08XE5, a shortened link that redirects to 
23.95.60.74/weareinlovewithmygirlfr iendunder-
standhowitistoget___youareverybeautifilformeiloveu-
soomuchalwaysloveutrulyfromtheheartlove.doc

Figure 6. Request for the next stage 
(after opening the document)

Figure 7. Receiving an RTF 
document

The fi le received with the server response (SHA-
256: 2c58ca41949aa784dce6a2006162781fe7a7a5453caf-
b731ee4d512efe718c43) is an RTF document.

When opened, it runs and downloads a VBS script from 
that same IP address:

23[.]95[.]60[.]74/roammamamamam.vbs
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Figure 8. Request for an RTF 
document to obtain VBS

The VBS script sends a request to paste[.]ee to fetch the 
next payload:

paste[.]ee/d/FZTcX

Figure 9. Malicious code in the 
legitimate paste[.]ee service
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It then proceeds to downloading and decoding 
an encoded malicious string (steganography) embedded 
in an image from the following URLs:

› https://uploaddeimagens.com.br/images/004/753/714/
original/new_image.jpg?1709908350 1

› https://uploaddeimagens.com.br/images/004/753/713/
original/new_image.jpg?1709908316 2

The images are the same:

Figure 10. An image downloaded 
from the legitimate service

1

2

new_image.jpg (SHA-256: 1435aef381b7e31245e2ca6681820
9a7f8d54daef4d0db25ef78b3a9fec3242b)

A Base64-encoded next-stage payload hidden inside the 
downloaded image:
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Figure 11. The Base64-encoded 
payload

Figure 12. The PowerShell code 
inside the script

The PowerShell command inside the script: 
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Next, AgentTesla runs. The malware runs a check 
as a bypass element to make sure that it is not running 
on a hosting platform, and the victim’s IP address is real.

› ip-api.com/line/?fields=hosting

AgentTesla steals data from browsers, email clients, 
remote access services, and connects via FTP to a C2 
to upload it. 

Figure 14. Communication with the 
C2 server

Figure 13. Payload with reversed 
Base64 code

The script then decrypts the payload from the image 
and downloads a further payload from the same URL, written 
in reverse string format. Its content is notably a Base64-
encoded executable, also reversed:

› 23[.]95[.]60[.]74/romamammamamamaa.txt
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Figure 16. The email from the 
compromised SMTP server (blur 
this)

Figure 15. Exfi ltration

THE GROUP’S USE OF LEGITIMATE 
FTP AND SMTP SERVERS

Upon closer inspection, the FTP servers we found 
turned out to be legitimate services, which the threat actor 
presumably had infected to use as C2s for exfi ltration of 
victims’ data extracted with the help of the malware described 
above. In each case, the legitimate sites belonged to various 
small companies based in Mexico, Colombia, and Romania. 

When researching the group’s attacks on Russian 
companies, we noticed that, besides FTP servers, it used 
SMTP on compromised servers that hosted legitimate 
European websites:

The group created some of its SMTP domains to 
make its  activities appear legitimate. Thus, one of the 
SMTP  domains  it used, itresinc.com, is apparently trying 
hard to look like the legitimate it-resinc.com. 

The threat actor used these legitimate and newly 
created SMTP servers in two ways:

› To send phishing email

› As a C2 server for spreading malware

Interestingly, the group never used the same SMTP 
server as both a phishing server and a C2 in one attack. 
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As an example of an attack, here is an email message 
sent to an organization in Russia from a compromised 
legitimate SMTP server:

The phishing email came with a ZIP archive attached:

 › “loading advice.zip” SHA-256: ca383ef7a0031ff933907b
e8b038ccc62ac556bdc0f077d7f9c3022952e62efa

The archive contained one file that was AgentTesla:

“loading advice.exe” SHA-256: 84b2a0360556088e4aa
d29627d4ed15d53b18aa72d9d98b4b0d1be27916c681e

When the executable runs, it uploads data to an SMTP 
server that imitates a legitimate one:

 › mail.itresinc.com

ATTRIBUTION TO KNOWN GROUPS

In the course of our research, we found that a part of the 
campaign had been described by analysts at Cyble 3 . 

Cyble describes the same kill chain that we saw, 
including the use of steganography, as well as the payload, 
which may contain various types of malware like AgentTesla, 
Remcos, and so on.

Researchers at MetabaseQ last October described  4

the same threat actor’s activity, attributing it to TA558.

Their report takes note of the kill chain, which also 
employed steganography. Although the researchers said 
that the victims, as with TA558 earlier, were located in Latin 
America, the United States, Portugal, and Spain, we have 
found that while TA558 mainly focuses on Latin America, the 
number of affected countries is much greater, and TA558 
attacks completely different countries. 

Last August, researcher Ankit Anubhav shared 5  
on X (formerly Twitter) information about TA558’s use  
of steganography with a final chain that resulted in infection 
with Quasar Rat.

Another Microsoft researcher, Igal Lytzki, referred  
to Ankit Anubhav in his description of a similar attack 6 ,  
where he drew attention to steganography samples and 
AgentTesla on an FTP server containing logs of victims’ data. 
Igal said he had informed the victims accordingly:

3

4

5

6
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Fig. 17. Tweet by researcher Igal 
Lytzki

CONCLUSION

The TA558 attack chains in the SteganoAmor 
campaign examined here continue to aff ect users in Latin 
America and  elsewhere in the world. The group continues 
to exploit the fairly old CVE-2017-11882 in its attack chain. It 
uses stegano graphy, an obfuscation technique, inside the 
chains to spread well-known malware used in other attacks 
in recent years. The phishing may be harder to detect due 
to the group’s use of compromised legitimate SMTP servers, 
so we recom mend exercising caution when dealing with 
email that contains attach ments, even if the messages were 
received from govern mental organizations or small local 
companies. The use of legitimate SMTP and FTP servers, 
as well as tools like Guloader, may complicate detection of 
the threat actor’s presence on the host, so companies are 
advised to monitor network traffi  c more closely and investi-
gate suspicious acti vity linked to legitimate services. 
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One handy feature of private Impacket 1  
(by @fortra) 2  fork is that it can leverage native SSPI inte­
rac tion for authen tication purposes when operating from 
a legit domain context on a Windows machine.

As far as the partial implementation of Ntsecapi 3

represents a minified version of Oliver Lyak’s (@ly4k_) 4  sspi 
module used in his great Certipy 5  project, I’d like to break 
down its core features and showcase how easily it can  
be integrated into known Python tooling.

Given the Bring Your Own Interpreter 6  (BYOI) concept, 
the combination of Impacket usage and SSPI capabilities  
can allow attackers to fly under the radar of endpoint security 
mechanisms as well as custom network detection rules  
more easily. We will discuss this in more detail further  
in the article.

FAKE TGT DELEGATION

The original author of the SSPI trick known as Fake 
TGT Delegation—which is now commonly used by hackers 
to obtain valid Kerberos tickets from a domain context  — 
was Benjamin Delpy (@gentilkiwi 7 ), who imple mented 
it in his Kekeo 8  toolkit. By doing some SSPI GSS­API 

9  magic, we can initialize a new secu rity context speci­
fying the  ISC_REQ_DELEGATE 10  flag in order to trigger 
a TGS­REQ/TGS­REP 11  exchange against a  target 
service that supports Unconstrained Delegation 
(TRUSTED_FOR_DELEGATION ). This results in having 
OK­AS­DELEGATE 12  for the first TGS­REP and invo king 
another TGS­REQ/TGS­REP exchange, the purpose of 
which is to obtain a forwarded TGT for the current user 
returned by the KDC in the second TGS­REP.

1

2

3

4

5

6

7

8

10

11

9 12

Figure 1. TGT Delegation 
Interchange (Wiresharp Capture)
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The technique is also implemented in Rubeus’s 14      
tgtdeleg module and is explained well by the authors:  
https://github.com/GhostPack/Rubeus#tgtdeleg 15 .

Figure 2. Investigating the 
Authenticator (Wiresharp Capture)

14

15

After that, the client will shoot an AP­REQ containing 
the forwarded TGT inside its Authenticator (the 
KRB­CRED 13  part of the Authenticator checksum) via 
GSS­API/Kerberos whose output stream is accessible to 
us.  The good news is  that we can decrypt the Authenti­
cator with a cached session key of the forwarded TGT, extra­
cted from the LSA with a non­privileged Windows API call 
(session key extraction does not require elevation in this 
case), and re­use it for our own needs.

13
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A high level overview of the main Win32 API calls 
required for extracting Kerberos tickets from the current 
user context is presented in the diagram below. The holy API 
quartet for these operations is:

 › AcquireCredentialsHandle;

 › InitializeSecurityContext;

 › LsaConnectUntrusted;

 › LsaCallAuthenticationPackage.

Figure 3. APIs and Logic Summary 
(Xmind)

PYTHONIC NTSECAPI

The main purpose of adding SSPI features to the 
Impacket library is to efficiently re­use the current AD context 
in a classic Windows Single Sign­On style, eliminating the 
need to manually specify the target credential material  
to be used. Introduced in Certipy 4.0, 20  the sspi 21  part  
is intended to achieve the same goal:

«Now, imagine you just got code execution  
on a domain­joined machine. You could run your C2 
agent, open a SOCKS proxy connection, and then 
run Certipy through that. The problem in this scenario  
is that you don’t know the credentials of your current user 
context.» — (c) Oliver Lyak, https://research.ifcr.dk/certipy­
4­ 0 ­esc9­esc10 ­bloodhound­gui­new­authenticati 
on­and­request­methods­and­more­7237d88061f7

Having successfully initialized security context and 
received a corresponding SSPI initial context token from 
SSPI GSSAPI (with an encrypted TGT inside), we can invoke 
LsaConnectUntrusted in order to obtain a handle to the LSA 
and query Authentication Packages (AP):

16

17

20

21

2222

18

19

16

17

18

19
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Now, the operator has all the necessary information 
blobs to construct another copy of the Kerberos cache (from 
AS­REQ all the way down to KRB­CRED) in .kirbi or .ccache 
formats and re­use it for their own needs:

The further call to LsaCallAuthenticationPackage allows 
us to request raw ticket material associated with the current 
logon session which contains a session key:
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That’s basically it when it comes to TGT reconstruction. 
Similar steps can be taken to craft an ST (get_tgs 23  — even 
simpler because we can skip the AS­REQ reconstruction part 
and go straight to KRB­CRED message initialization)  
or import tickets into the current session (submit_ticket) 24 . 
All the mentioned Windows methods can be dynamically 
resolved from the appropriate shared libraries in runtime via 
ctypes 25  windll without having to drop pre­compiled Python 
extensions on disk.

Some other good resources to study ticket management 
and its Python implementation are:

 › Rubeus, LSA.cs

 › Python for Windows (pywin32) Extensions, sspi.py

MAKING USE OF SSPI IN IMPACKET

When integrating SSPI into Impacket, I was aiming for  
a scenario of minimal source code modification. I don’t 
believe we should include this feature in the main branch due  
to its very specific use cases, but at the same time we want  
to be able to apply the SSPI module as easily as possible. I shall 
demonstrate the steps required to enable the ­sspi switch for 
any Impacket example (that has the Kerberos authentication 
option).

First, I will git clone a clean copy of the latest Impacket 
repo and curl Oliver’s minified sspi.py from a GitHub gist  
of mine.

23
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Figure 5. SSPI Patch Diff

Now, to make things fair, I’ll ask a TGT while posing  
as a DC machine account and create a sacrificial process 
on its behalf, performing a classic Overpass­the­Key  
+ Pass­the­Ticket attack chain.

Then, I’ll add a code snippet responsible for handling  
the ­sspi option logic in the secretsdump.py script (an example  
is also available within the gist).

29
29

Figure 4. Applying the SSPI Patch
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Figure 6. Performing Overpass­the­
Key (Rubeus)

Figure 7. Performing Pass­the­Ticket 
and DCSync (Rubeus + Impacket­
SSPI)
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As we can see from the image above, no credentials are 
provided to secretsdump.py via the command line; instead, 
SSPI is used to extract DC’s TGT from the current context 
which is saved on disk and later passed to the script inside 
an environment variable. Further possible use cases (like 
extracting STs) and other desirable improvements (like not 
saving tickets on disk) are left as an exercise for the reader.

BRING YOUR OWN PYRAMID

So it may look cool, but there are not many usable 
OpSec scenarios in which dropping pre­compiled Impacket 
examples on disk is better than running it remotely through  
a SOCKS proxy. I mean, PyInstaller does a good job generating 
a PE from most of the examples but such executables  
usually get immediately flagged. Despite the fact that making 
a FUD executable from Impacket is rather simple, staying  
in the memory of a legit interpreter is more preferable most 
of the time.

Another great project that we happen to use rather 
often during RT Ops is the Pyramid 30  framework by Diego 
Capriotti (@naksyn), 31  which is designed to operate from 
EDR blind spots like a Python interpreter, implementing the 
Bring Your Own Interpreter (BYOI) concept. Due to the fact that  
PEP 578 32  (Python Runtime Audit Hooks) is still not applied, 
defenders do not have an efficient way of analyzing what’s 
happening under the hood of CPython, so we’re relatively safe 
here.

Let’s say we have to perform DCSync from a target 
user context, but there’s no way of grabbing their cleartext 
password / NT hash / AES keys / Kerberos tickets or AD 
CS certs to be used on the attacker’s host via proxying.  
I will demonstrate a way to run secretsdump.py with SSPI 
authentication in the Pyramid way.

For the sake of this demo I will git clone Pyramid  
to a dedicated server, configure the web server, and make 
the same modifications to the secretsdump.py example  
as described previously.

Now, all I have to do is to drop the cradle on the target 
and run it with a portable Python interpreter.

Once again, there are no credentials hardcoded inside 
cradle.py, and the authentication routine is performed via the 
SSPI interaction.

30

31

32
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Figure 8. Pyramid Setup to Serve 
Impacket­SSPIOUTRO

There are cases when an attacker would definitely not 
want to touch LSASS or other sensitive Windows subsys­
tems  for intrusive credential harvesting, so SSPI negotia­
tions may be a good alternative to obtain needed privi leges. 
Combi ned with the BYOI concept, SSPI implementation 
for Impacket  may help to remain undetectable in Python’s 
memory and effi ciently re­use current domain context 
in order  to achieve the «hacky» goal during a Red Team 
Operation.
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Figure 1. The article’s preview

Figure 2. The web application  
that I encountered during the 
penetration test

During a penetration test, I came across an interesting 
ASP.NET application. On the surface, it appeared secure, 
but with further testing, I was able to reveal its source code.  
Later, I discovered that the method I used exposes the code  
of many other .NET web applications.

In this article, I share the details of this method. If you 
have an IIS or a .NET application on the perimeter or within 
your infrastructure, this article is for you.

ANALYZING THE APP

During an external penetration test, I found a web 
application. It consisted of two pages on different ports:



Here is the Burp screenshot with the relevant HTTP 
headers of the discovered web application:

Figure 3. HTTP headers  
of the 8444/tcp application

Figure 4. The content of the “/login.
aspx” page after bypassing the WAF 
(via a cookieless session)

After analyzing the HTTP headers, the application 
seemed to be written in C# on the ASP.NET platform, running 
under IIS, and protected by a WAF based on nginx.

Knowing this was enough to bypass the 403 error 
shown in Figure 2 earlier:

After the bypass, I got nothing. There weren’t even 
any stylesheets present. I attempted to brute force every  
possible username and password, every possible path  
and parameter. All efforts were unsuccessful.

Another boring web application? Not that day!

180
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Table 1. Formats of the cookieless 
sessions from Microsoft 
documentation

Table 2. The POCs from Soroush 
Dalili’s article

COOKIELESS SESSIONS IN ASP.NET

When the ASP.NET feature is enabled in IIS, any page  
of the server starts accepting cookieless sessions.

ASP.NET cookieless sessions, along with their PHP 
and Java equivalents, have long been used for WAF bypass,  
as previously demonstrated, as well as for session fixation, 
XSS, and various other attacks.

Here are different formats of these  
“cookieless sessions” 1 :

.NET Version

CVE

V1.0, V1.1

CVE-2023-36899

V2.0+

CVE-2023-36560

V2.0+

V2.0+

/(XXXXXXXX)/

/WebForm/(S(X))/prot/(S(X))ected/target1.aspx

/WebForm/(S(X))/b/(S(X))in/target2.aspx

/(S(XXXXXXXX))/

/WebForm/pro/(S(X))tected/target1.aspx/(S(X))/

/WebForm/b/(S(X))in/target2.aspx/(S(X))/

/(A(XXXXXXXX)F(YYYYYYYY))/

…

URI

PoC

Furthermore, at the end of last year Soroush 
Dalili 2  (a.k.a. @irsdl) discovered something new in this area, 
as detailed in his article titled "Cookieless DuoDrop: IIS Auth 
Bypass & App Pool Privesc in ASP.NET Framework (CVE-
2023-36899 & CVE-2023-36560)"       .

Namely, two security issues in .NET Framework 
were found and reported. Both were associated with the  
repetition of a cookieless pattern in the URI twice, potentially 
leading to a restriction bypass and privilege escalation.

Here are the POCs from Soroush Dalili’s article:

2

1

3

3

Keep in mind these POCs. At that moment, I wasn’t able 
to imagine any way to apply these POCs for my one-page 
applications.
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DISCOVERING SOURCE CODE 
DISCLOSURE

I was playing with my websites once every two or three 
days. It all came to nothing. Just two pages, no username, and 
no password.

However, one day, this happened:

Figure 5. After many different 
requests, the application somehow 
allowed me to download the DLL file 
with its code

Code 1. The minimalistic web.config 
file that allowed me to reproduce 
the technique locally

In just one second, the DLL had appeared on my 
computer! It wasn’t corrupt, and there was a Remote Code 
Execution discovered inside!

INVESTIGATION

After obtaining the RCE, I was able to access the target’s 
web.config file. Then, I reduced it to the minimum possible 
configuration:

That was it. The runAllManagedModulesForAllRequests  
setting was what led to earlier access to the DLL file!
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Figure 6. Executing java -jar  
./iis_shortname_scanner.jar  
20 8 ‘https://X.X.X.X/bin::$INDEX_
ALLOCATION/’

Code 2. Different requests that try 
to check the existence of the "/bin" 
directory and the server’s response 
codes

SCALING THE POC

It quickly became clear that the technique works  
on other web resources. The setting runAllManagedMod
ulesForAllRequests isn’t rare and I was able to download  
a few DLLs from different websites the same day.

A bit intriguing, during testing the technique on other 
servers, I noticed that it’s impossible to check the existence 
of the “/bin” directory:

However, by applying IIS-ShortName-Scanner 6 , it is 
possible not only to check the existence of the “/bin” directory, 
but also discover its content:

Both IIS-ShortName-Scanner and the “::$INDEX_
ALLOCATION” trick are attributed to Soroush Dalili.
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FULL EXPLOITATION ALGORITHM

Here’s a brief guide on how to check the server on the 
vulnerability.

1. Check if cookieless sessions are allowed.

2. Optionally, use IIS-ShortName-Scanner. Note, 
its functionality doesn’t depend on whether cookieless 
sessions are enabled or not.

In addition to “/bin”, I recommend you to check other 
special .NET folders:

3. Explore 404 page.

For  /(S(x))/b/(S(x))in/App.dll  it should write something 
like  /bin/App.dll  or none in the output. If it’s  .../b/(S(x))in/...   
on 404, this means the patches are installed.

4. Try to read DLLs. It’s necessary to reconstruct 
complete filenames from shortened 8.3 format filenames.

Code 3. Example URL inserts that 
can be used to determine  
if cookieless sessions are allowed, 
along with accompanying 
comments

Code 4. Example IIS-ShortName-
Scanner commands that can  
be used to discover short filenames 
of files in the "/bin" directory

Code 5. The folders I recommend 
checking using the same trick

Code 6. The final requests that need 
to be sent to the application to read 
its source code if patches are not 
installed and the criteria for enabling 
runAllManagedModulesForAllRequ
ests are met
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ATTACK DETECTION

A big thank you to Kirill Shipulin of our blue team for 
preparing the Suricata rule:

alert http any any -> any any (msg: "ATTACK [PTsecurity] 
Cookieless string in ASP.NET"; flow: established, to_server; 
http.uri; content: "/("; fast_pattern; content: "))"; distance: 0; 
pcre: "/\/\ ([A-Z]\(.*?\)\)/"; classtype: attempted-admin; sid: 
10009357; rev: 1;)

CONCLUSIONS & MITIGATIONS

For security teams

Update your Microsoft IIS and .NET Framework  
to the latest versions. For Windows Server 2019 and  
.NET Framework 4.7, KB5034619 fixes the source disclosure.

For mitigating short name enumerations, run “fsutil 
behavior set disable8dot3 1” to disable 8.3 name creation. 
Next, reboot your system and run “fsutil 8dot3name strip  
/s /v [PATH-TO-WEB-DIRETORY]” to remove all existing  
8.3 file names.

For pentesters and bughunters

I would recommend checking for obvious things  
and attempting to send seemingly pointless requests during 
your security tests.

As an example, on a different project, my friend was able 
to download DLL files from the “/bin” directory directly, even 
though I have never seen this technique succeed.
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A year ago, I wondered what a malicious page with 
disabled JavaScript could do.

I knew that SVG, which is based on XML, and XML itself 
could be complex and allow fi le access. Is the Same Origin 
Policy (SOP) correctly implemented for all possible XML and 
SVG syntaxes? Is access through the fi le:// protocol properly 
handled?

Since I was too lazy to read the documentation, I started 
generating examples using ChatGPT.

XSL

The technology I decided to test is XSL. It stands for 
eXtensible Stylesheet Language. It’s a specialized XML-
based language that can be used within or outside of XML 
for modifying it or retrieving data.

In Chrome, XSL is supported and the library used 
is LibXSLT. It’s possible to verify this by using system-property 
(‘xsl:vendor’) function, as shown in the following example.

Here is the output of the system-properties.xml fi le, 
uploaded to the local web server and opened in Chrome:

Figure 1. Output
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Figure 2. Uploaded example

The LibXSLT library, fi rst released on September 23, 
1999, is both longstanding and widely used. It is a default 
component in Chrome, Safari, PHP, PostgreSQL, Oracle 
Database, Python, and numerous others applications.

The fi rst interesting XSL output from ChatGPT was 
a code with functionality that allows you to retrieve the loca-
tion of the current document. While this is not a vulnerability, 
it could be useful in some scenarios.

Here is what you should see after uploading this code 
to your web server: 

All the magic happens within the unparsed-entity-uri() 
function. This function returns the full path of the “ent” entity, 
which is constructed using the relative path “?”. 
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XSL AND REMOTE CONTENT

Almost all XML-based languages have functionality 
that can be used for loading or displaying remote fi les, similar 
to the functionality of the <iframe> tag in HTML.

I asked ChatGPT many times about XSL’s content 
loading features. The examples below are what ChatGPT 
suggested I use, and the code was fully obtained from it.

XML External Entities

Since XSL is XML-based, usage of XML External Entities 
should be the fi rst option.

XInclude

XInclude is an XML add-on that’s described in a W3C 
Recommendation from November 15, 2006.

XSL‘s <xsl:import> and <xsl:include> tags

These tags can be used to load fi les as XSL stylesheets, 
according to ChatGPT.

XSL’s document() function

XSL’s document() function can be used for loading fi les 
as XML documents.
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XXE

Using an edited ChatGPT output, I crafted an XSL fi le 
that combined the document() function with XML External 
Entities in the argument’s fi le, utilizing the data protocol. Next, 
I inserted the content of the XSL fi le into an XML fi le, also 
using the data protocol.

When I opened my XML fi le via an HTTP URL from 
my mobile phone, I was shocked to see my iOS /etc/hosts 
fi le! Later, my friend Yaroslav Babin (a.k.a. @yarbabin 1 ) 
confi rmed the same result on Android!

Figure 3. iOS + Safari 

1
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Figure 4. Android + Chrome 

Next, I started testing offl  ine HTML to PDF tools, and 
it turned out that fi le reading works there as well, despite their 
built-in restrictions.

There was no chance that this wasn’t a vulnerability!

Here is a photo of my Smart TV, where the fi le reading 
works as well:
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The likely root cause of this discrepancy is the diff er-
ences between sandboxes. Running Chrome on Windows 
or Linux with the – no-sandbox attribute allows reading 
arbitrary fi les as the current user.

Figure 5. Samsung TV + Chrome

I compiled a table summarizing all my tests: 

Test Scenario

Android + Chrome

Windows + Chrome

PlayStation 4 + Chrome

Samsung TV + Chrome

iOS + Safari

Ubuntu + Chrome

Accessible Files

/etc/hosts

–

–

/etc/group, /etc/hosts, /etc/passwd

/etc/group, /etc/hosts, /etc/passwd

–

Table 1. Results
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Table 2. Results

Figure 6. PHP vulnerability demo

App

PHP

Oracle

XMLSEC

PostgreSQL

Result

Applications that allow control over 
XSLTProcessor::importStylesheet data can be aff ected.

The document() function did not allow http(s):// and data: 
URLs.

The document() function did not allow http(s):// and data: 
URLs.

The document() function did not allow http(s):// and data: 
URLs.

The default PHP confi guration disables parsing of 
external entities XML and XSL documents. However, this 
does not aff ect XML documents loaded by the document() 
function, and PHP allows the reading of arbitrary fi les using 
LibXSLT. 

According to my tests, calling libxml_set_external_en-
tity_loader(function ($a) {}); is suffi  cient to prevent the attack. 

OTHER TESTS

I have tested some applications that use LibXSLT and 
don’t have sandboxes.



194

Figure 8. Logic

Open this page in Chrome, Safari, or Electron-like apps. 
It may read system fi les with default sandbox settings; without 
the sandbox, it may read arbitrary fi les with the current user’s 
rights.

As you can see now, only one of the call chains leads 
to an XXE in Chrome, and we were very fortunate to fi nd 
it. Here is my schematic of the chain for better understanding:

Figure 7. The result of opening 
the xxe_all_tests/test.html page 
in an outdated Chrome 

POCS

You will fi nd all the POCs in a ZIP archive at the end 
of this section. Note that these are not zero-day POCs; details 
on reporting to the vendor and bounty information will be also 
provided later.

First, I created a simple HTML page with multiple 
<iframe> elements to test all possible fi le read functionalities 
and all possible ways to chain them:



195

Safari

Apple implemented the sandbox patch. Assigned CVE: 
CVE-2023-40415. Reward: $25,000.  

Chrome

Google implemented the patch and enforced secu-
rity for documents loaded by the XSL’s document() function. 
Assigned CVE: CVE-2023-4357. Reward: $3,000.  

LINKS

› https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2023-40415 4

› https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2023-4357 5

› https://issues.chromium.org/issues/40066577 6

Feel free to write your thoughts about the article on our 
X page 7 . Follow @ptswarm 8  so you don’t miss our future 
research and other publications.

Next, I created minifi ed XML, SVG, and HTML POCs 
that you can copy directly from the article 2 . 

3

3

2
ZIP archive for testing: libxslt.zip. Safari

4

5

6

7

8

Figure 9. Apple response

THE BOUNTY

All fi ndings were immediately reported to the vendors.
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INTRODUCTION

The digital transformation sweeping the world has 
not passed Latin America and the Caribbean. However, 
as governments, companies, and individuals in the region 
increasingly use digital tools, the risk of cyberattacks is also 
rising. 

In this report we will analyze the state of cybersecurity 
in Latin America and the Caribbean. Special attention 
will be given to the largest countries: Brazil, Mexico, and 
Argentina, which play a key role in the region’s economic and 
technological development and which, importantly for this 
study, are the most exposed to cyberattacks. The purpose of 
this report is to identify key threats and offer recommendations 
to strengthen the region’s digital security.

KEY FIGURES AND CONCLUSIONS

 › In recent years, Latin American countries have 
undergone rapid digital transformation, affecting all 
aspects of citizens’ lives and every economic sector. 
The result of this transformation was the increased risk 
of cyberthreats, for which the region was not prepared. 

 › Latin America accounted for 12% of the total number of 
attacks 1  worldwide in 2022. The attackers primarily 
targeted organizations and individuals in Brazil, Mexico, 
and Argentina — in total, the share of attacks on these 
three countries was 44%.

 › The majority of successful attacks on organizations 
targeted government agencies (31%), industrial 
enterprises (11%), financial institutions (9%), and retail 
companies (9%).

 › Ransomware attacks are the most serious threat  
to organizations and states in Latin America. More than 
half of all successful attacks (52%) resulted in disruption 
of company operations: suspension of business 
processes, and loss of access to infrastructure or data. 
This is higher than the global average, which is directly 
related to the activities of cryptographers. In addition, 
the peculiarity of extortionist attacks in the region  
is their targeting of state institutions: the proportion  
of damaged state institutions (31%) is 2.2 times higher 
than the global figure for the same period.

 › In 61% of cases, successful attacks on organizations 
led to leaks of confidential information. In this case, 
the main motive of the attackers is probably a desire 
for financial gain: most likely, stolen information (mostly 
personal and accounting data) is used for sale in 
shadow markets, for further attacks and for extortion 
purposes.

 › On shadow forums, criminals actively trade and 
exchange stolen data, hacking services, and access 
to the networks of Latin American organizations. More 
than half of the listings (53%) that specify a particular 1
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2 3

country in the region mention Brazil, Argentina,  
or Mexico. Most commonly sold on the dark web is access 
to the networks of financial institutions, government 
agencies, IT companies, industrial enterprises, and 
service organizations.

 › The high level of penetration of mobile Internet, mobile 
devices and electronic payments in the region has led 
to an increase in attacks on citizens’ mobile devices.  
In attacks against individuals, malware is used more 
often than in any other region: 78% of attacks are 
committed using malware, mainly spyware (40%) 
and banking trojans (32%). Coupled with low levels 
of cyber literacy, people can easily become victims of 
intruders.

 › Latin American states should strengthen regional 
coope ration to combat cybercrime and, where 
possible, harmo nize information security legislation, 
drawing on the experience and best practices of deve­
loped countries.

 › Recommendations to improve cybersecurity at the 
state level also include developing national cyberse­
curity strategies, improving the interaction of organi­
zations and national cyberincident response centers, 
suppor ting educational programs in the field of infor­
mation security, and the development of international 
coope ration and data exchange. 

 › Recommendations to ensure the cyber­resilience  
of organizations include defining non­tolerable events 
and protecting critical assets, monitoring and responding 
to cyberthreats with advanced security tools, evaluating 
the efficacy of implemented measures, and training 
employees. 

DIGITALIZATION AND 
CYBERSECURITY ISSUES

Development of digital technologies in the region

Latin America and the Caribbean is a region with 
diverse economies, each with unique historical, cultural and 
geographical characteristics. Some countries, such as Brazil 
and Mexico, have strong economic growth and industrial 
sectors. At the same time, other countries, especially the 
small states of Central America and the Caribbean, are facing 
economic difficulties and are more dependent on tourism 
and agriculture. The region’s combined GDP accounts for 6%  
of global GDP 2 , highlighting its importance in the global 
economic context. 

The development of the digital economy is a key enabler  
of further economic growth. The transition to a digital economy 
improves economic performance, increases productivity 
and generates new jobs — a critical issue for a region 
characterized by relatively high levels of unemployment and 
social inequality. Although the region has traditionally lagged 
behind in the digitalization of the more advanced economies, 

Latin American countries have been active in recent years  
in introducing and developing digital technologies and 
services. This is particularly evident in the areas of public 
services, financial technology, medicine and retail trade. 

The internet penetration rate 3  in the region as of the 
beginning of 2023 is estimated at 75%, surpassing the global 
average of 65%. In Brazil, this rate is 84%; in Argentina, 87%; and  
in Mexico, 77%.
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The digitalization of the region is accompanied not only 
by increased access to the Internet, but also by increased 
integration of new technologies into the daily lives of citizens — 
from mobile applications for banking and online shopping 
to smart home systems. About 66% of the adult population 
makes purchases online, and in Argentina, Brazil, Chile, and 
Colombia, this percentage exceeds 80%. E­commerce 4  is 
growing in the region: experts estimate 5  that the volume 
of transactions will increase by 27% in 2023, reaching $509 
billion.

Many countries, such as Brazil, Argentina, Chile, 
Colombia and Mexico, have established national programmes  
to stimulate the digital economy. These strategies are aimed 
at integrating new technologies in all industries, especially 
optimizing public services, e­commerce and digital payments. 
According to various assessments, such as the E­Government 
Development Index 6  and the GovTech Maturity Index      
(GTM), most countries’ government services in the region 
have high or very high levels of digital development 7 . 

Figure 1. Internet penetration rate

Figure 2. Maturity level  
of government services 
according to the World Bank 
GovTech Maturity Index

4

5

6

7
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Cybersecurity issues

Despite strong technological development, 
many countries do not yet have sufficient legislative 
and infrastructural frameworks to address cybercrime. 
Cybersecurity issues have become particularly relevant for 
Latin America, as lack of clear standards and regulations, 
lack of skilled professionals, lack of a culture of information 
security among users, as well as limited resources for 
investment in security technologies, lead to the region being 
vulnerable to cyberthreats. 

According to experts’ estimates, the damage from 
cyberattacks to countries in the region amounts to about 
1% of GDP, and if critical infrastructure is affected, it can 
become as much as 6%. In a Fortinet study, 8  31% of Latin 
American organizations reported that the consequences of 
cyberattacks cost them more than $1 million. 

Scores from the Global Cybersecurity Index 2020 9

report show that Latin America has the lowest level of 
cybersecurity compared to other regions.

Only 10 out of the 33 countries in Latin America have  
a cybersecurity index above the world average, with 
Brazil (96.60) and Mexico (81.68) boasting the highest. In 
most states, the problem is a lack of resources. Obviously, 
richer countries can invest more in infrastructure and 
cybersecurity.

Figure 3. Cybersecurity index  
by region

8

9
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The region faces many obstacles to cyber­resilience. 
First, there is a lack of funding. According to the Organization 
for Economic Cooperation and Development, most enterp­
rises in the region (99%) are small and medium — sized 
enterprises that form the backbone of the economy. Such 
companies may not have sufficient resources to protect their 
assets and hire qualified cybersecurity staff, leaving them 
vulnerable to new threats. According to the ESET Security 
Report, 10  65% of specialists believe that their organizations 
need to invest more in cybersecurity. 

There is also a shortage of skilled cybersecurity profes­
sionals in the region. ISC2 11  estimates that in 2022, there was 
a shortage of 516,000 personnel in Mexico and Brazil alone. 
Conversely, 94% of organizations 12  plan to increase their 
cybersecurity workforce. Countries face attrition due to  low 
wages relative to other regions — many profes sio nals  from 
Latin America prefer to move to North America or  Europe 
in search of career and educational opportunities. Accor­
ding to the e­Governance Academy 13 , only 12 countries 
in the region offer bachelor’s programs in information secu rity, 
while 15 countries have dedicated master’s programs. 

Figure 4. Relationship between the 
cybersecurity index and a country’s 
GDP

10

11

12

13
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There are also political problems. The approach to cyber­
security remains largely reactive 14 ; actions are taken 
only in response to incidents that have already occurred. 
This approach may overlook new emerging threats. The 
attitude towards security in legislation also lacks a sense 
of responsibility. For example, not all countries in the 
region have adopted national cybersecurity strategies. In 
Nove mber 2022, a  digital development plan 15  for Latin 
American and Caribbean countries was published, aiming 
for the imple mentation of national cybersecurity strategies 
for 20 of the region’s 33 countries by 2024. The security 
of critical infras tructure is also addressed only in the poli­
cies of some states. Latin American countries do not have 
uniform cyber security or data protection legislation. Indi­
vidual initia tives to harmo nize laws with best practices are 
emerging: for example, Brazil and Argentina have updated 
their personal data protec tion legislation along the lines of 
the European GDPR. However, the legal requirements vary 
from country to country in the region, which may create 
additional challenges in cross­border data transfer and in 
combating cyber crime. Some Latin American countries, 
such as Brazil, Argentina, Chile, Colombia, and Costa Rica 
have signed the Budapest Convention on Cybercrime, 
however, at the regional level, the process of unifying legis­
lation and coope ration in countering cyber­threats has 
been very slow so far.

There are national cyberincident response teams 
in 24 countries in the region. But even in countries where 
procedures for reporting cyberincidents and interacting 
with CERTs or CSIRTs are in place, cybersecurity 
professionals are not always familiar with these processes. 
The LATAM CISO 2023 Cybersecurity Report 16  notes 
that although the majority of respondents understand the 
procedure for interacting with CERTs, 32% stated they don’t 
know where and how to report a cyberincident. In addition, 
35% of respondents express a low degree of confidence in 
national CERTs. 

TARGETS AND CONSEQUENCES
OF CYBERATTACKS

Latin American countries accounted for 12% of the total 
number of attacks in 2022, according to an IBM report 17 . 
There is a clear correlation between the size of the economy, 
the development of digital technology in a country, and the 
number of attacks. The primary targets were organizations 
and individuals in Brazil (22% of all attacks in the region), 
Mexico (12%), Argentina (10%), Costa Rica (9%), Colombia 
(9%), and Chile (8%).

14
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According to a survey in the LATAM CISO 2023 
Cybersecurity Report, 18  71% of cybersecurity leaders 
noted that the number of attacks on their organizations 
had increased over the last year, while only 8% reported 
a decrease. In the ESET survey, 19  69% of respondents said 
they had encountered a security incident in the last year. The 
Fortinet study 20  reports that 58% of respondents expect  
an increase in the number of attacks in the near future. 

From the beginning of 2022 until the end of the first half  
of 2023, the majority of successful attacks on organizations 
in the region were those that targeted government agencies 
(31%), industrial enterprises (11%), financial institutions (9%), 
and retail (9%).

Figure 6. Categories of victim 
organizations

Figure 5. Distribution of successful 
attacks by country in the region
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Individuals as a category accounted for 13% of successful 
attacks in the region, slightly below the global average (17%), 
but if you look at countries like Mexico and Brazil, the share  
is higher — 23% and 20%, respectively.

Successful attacks on organizations mainly led to the 
leaking of confidential information (61%) and disruption of 
activities (52%). Moreover, such consequences of attacks 
were more frequent than the global average. This is due to the 
high activity of operators of encryptors in the region.

Figure 7. Top 5 victim categories  
by country
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The main motive of the attackers is pro bably to 
seek financial gain. There are many data theft attacks, 
but the attackers are not interested in the stolen 
information itself (mostly personal and credentials): 
they most likely use it for sale on the dark web, for 
further attacks and for extortion purposes. This  
is confirmed by the high proportion of software extortion; 
63% of the total number of attacks on organizations. 

The most high­profile incident in the region over 
the past two years was an unprecedented series of 
ransomware 21  attacks on government organizations in 
Costa Rica, affecting the IT systems of 27 institutions. Due to 
the unavailability of a significant portion of the country’s IT 
infrastructure, a state of emergency 22  was declared. In just 
the first 48 hours of the attack, the criminals caused damage 
amounting to $125 million 23 , and the process of restoring 
Costa Rica’s infrastructure lasted several months.

Government agencies

State institutions were most often the victims of 
attacks. They are of interest to cybercriminals for a number 
of reasons. State institutions maintain extensive databases, 
including citizens’ personal data, national security information, 
economic data and many others. This information can be used 
for extortion, espionage, or sold on the shadow market. 

State systems are undergoing a process of 
digitalization and more services are provided online, but 
these technologies are immediately targeted by hackers. For 
example, as soon as the Jamaican government introduced an 
electronic system for completing customs and immigration 
forms, it was hacked 24  — the perpetrators demanded $35 
million from unsuspecting users for access to the system.

On the other hand, some government agencies in 
the region use outdated or insufficiently secure information 
systems, making them easy targets for cyberattacks. 
Inadequate funding and lack of training of cybersecurity 
personnel can also play a role. For example, in September 

Figure 8. Consequences of attacks 
(percentage of attacks)
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Figure 9. Sale of access 
to an Argentine energy company

26

27

2022, the Guacamaya group penetrated 25  the servers of 
state structures in Mexico, Chile, Peru, Colombia, and El 
Salvador through the ProxyShell vulnerability in the Exchange 
service. An offi  cial security update was released in early 2021, 
but the compromised organizations did not install this patch. 
In the case of the attack on the Ministry of Defense of Mexico, 
the attackers exploited vulnerabilities in the free mail server 
Zimbra — presumably this software was used as part of the 
economic policy due to budget cuts 26 . 

Cyberattacks can be an instrument of political pressure, 
destabilization or a demonstration of power. They can also 
be used to interfere in elections or other state processes. 
Some groups may attack state institutions to promote 
their ideological beliefs. For example, the abovementioned 
Guacamaya is a group of hacktivists acting (according to their 
own claims) in support of environmental protection in South 
America. Cybercriminals steal and publish government and 
industrial data. During its existence (since 2022) hacktivists 
have published more than 20 TB of stolen data.

Industrial and energy companies

Production and the energy industry, in particular oil, 
are important for the economic growth and development 
of Latin America. Disruptions in the industrial and energy 
sectors can have cascading eff ects, leading to economic and 
social problems. In 58% of cases, successful attacks caused 
disruption of the IT­infrastructure of industrial enterprises.

Production organizations may possess valuable intel­
lectual property. The attackers were able to steal data in 77% 
of successful attacks, and in approximately half of the cases, 
the stolen information contained information constituting 
a  commercial secret. Guacamaya was particularly active 
in this regard: in 2022, the group published 27  over 2 TB of 
information stolen from mining companies in Central and 
South America.

Approximately 6% of all dark web announcements
related to the region involve selling access to the networks 
of companies in the manufacturing and energy sectors. 
On average, the cost of such access is $600­800, but 
depends on the size of the company and the level of privileges. 
For example, access to an energy company in Argentina 
is sold for $1,700.

25
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Finance

The financial sector remains a major target for 
cybercriminals in Latin America, mainly due to the large­
scale digital transformation of the industry and the potential 
benefits for cybercriminals. Nevertheless, financial institutions 
are relatively well protected: there have been no high­profile 
attacks over the past two years that have led to significant 
disruptions of service or the theft of large sums of money. The 
criminals were mainly interested in confidential data and the 
possibility of obtaining a ransom: in 70% of successful attacks, 
the attackers stole confidential information about clients  
of financial organizations. 

Ransomware was used in 45% of attacks, most 
commonly from the LockBit and BlackCat families. For 
example, in October 2022, a ransomware group attacked 28  
a bank in Brazil using LockBit malware and asked for a ransom 
of 50 bitcoins, which were trading at about $1 million at the 
time. The attack led to data leaks and temporary disruptions 
to client services. 

In 2023, ATM malware called FiXS 29  started spreading  
in Latin America, particularly in Mexico. This malware allows 
criminals to withdraw cash from ATMs. While the number  
of ATM attacks had been steadily decreasing in recent years, 
nevertheless at the beginning of 2023 there was again a surge 
of such attacks.

Moreover, attackers are not only targeting banks but 
also their users, especially clients of Brazilian banks using 
the popular instant payment system PIX. 30  Several banking 
Trojans have emerged specifically to attack this system. In 
general, with the development of electronic payments and 
digital banks it should be expected to see further increases 
in the number of threats to users who are careless about their 
own security and thus easier fall victim to phishing attacks. 
Therefore, banks should pay more attention to protecting 
their applications, as well as improving cyberliteracy among 
customers.

Retail

Among attacks directed at organizations, 9% were in 
retail. These were mainly companies from the largest 
countries in the region: Brazil, Argentina, and Mexico; for 
example, Mercado Libre 31 , Fast Shop 32 , and Rede 
Top 33 . 

IT systems of such companies handle and store a huge 
amount of data about users — this information is of interest  
to intruders. In addition, various payment systems are 
connected to online shops, which opens the possibility  
of stealing money and intercepting bank card data. In the 
period under review, 68% of successful attacks resulted  
in data leaks; mostly in the form of personal data of 
customers. 

Ransomware is the main threat to retail: it was used in 
84% of successful attacks. At the same time, online platforms 
are highly sensitive to disruptions; a day of downtime could 
cost a company millions of dollars. For example, the Brazilian 
conglomerate Americanas.com reported a loss of $184 34
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million due to cyberattacks that halted online sales for several 
days. Overall, 58% of successful attacks disrupted companies’ 
operations.

E­commerce is one of the fastest­growing sectors in 
Latin America, with retail accounting for a significant portion 
(53%). Forecasts predict 35  an average annual growth rate in 
online retail of 21% from 2023 to 2026, with a corresponding 
increase in attacks on this sector.

MAIN THREATS
Attacks on organizations mainly involve the compro­

mising of computers, servers and network equipment (87%). 
Successful attacks on web resources accounted for 15%, 
among which 54% of incidents were related to exploitation of 
known vulnerabilities and those that were publicly available.  

More than a third of attacks against individuals (34%) 
occur on mobile devices; the figure is higher than the global 
average (22%) and close to the values for Asian countries 
(37%). The popularity of this attack vector is due to the high 
level of mobile Internet penetration and the use of mobile 
devices in the region. The 2023 Latin America E­commerce 
Blueprint 36  report notes that in 2023, 70% of online 
purchases and other payments were made through 
smartphones, a figure that grows annually. What’s more, the 
number of mobile device users is increasing each year and is 
expected to reach 74% of the population 37  by 2025. 
Consequently, the number of attacks on mobile devices is set 
to also rise.

Figure 10. Attack targets 
(percentage of attacks)

Figure 11. Attack methods 
(percentage of attacks)
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In attacks against individuals, malware is used more 
often than in any other region: 78% of attacks are committed 
using malware, mainly spyware (40%) and banking trojans 
(32%). Factors contributing to this include the widespread 
use of pirated versions of software, the use of unverified VPN 
software to access blocked resources, and a general low level 
of information security knowledge.

The primary methods for spreading malware in 
organizations are through email (54%) and the compromise of 
computers and servers (35%). Malware reaches individuals’ 
devices when users visit infected websites (55%) or open 
attachments and links in emails (29%). Official app stores can 
also become a source of infection when attackers manage 
to bypass security systems and pass off their programs as 
legitimate.

Figure 12. Types of malware 
(percentage of successful malware 
attacks)

Figure 13. Malware distribution 
methods in successful attacks 
on organizations

In every second successful attack directed at 
organizations, social engineering (53%) is used. Exploitation of 
vulnerabilities is recorded in 27% of cases, and compromise of 
accounting data in 19% of attacks. Malware is approximately 
equally used in attacks targeting organizations (80%) and 
attacks against individuals (78%).

Malware

Latin American countries have the highest percentage 
of encryptors used in attacks against organizations (79%) 
compared to the global average (53%).
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Figure 14. Malware distribution 
methods in successful attacks  
on individuals

Ransomware attacks

While the world in general is seeing a downward trend  
in ransomware attacks, this threat is growing in Latin America. 
According to the IBM X­Force Threat Intelligence Index, the 
number of incidents related to ransomware in Latin America 
increased by 3% in 2022. Moreover, the criminals’ methods 
are evolving; the average attack duration has decreased from 
two months to four days. If we compare the first halves of 2022 
and 2023, the growth in ransomware attacks in the region 
remains at the same level, 3%. 

Almost a third of cryptographers’ attacks (31%) were 
directed at state institutions. This proportion is significantly 
higher than in the rest of the regions and is 2.2 times higher 
than the global rate of 14%. Industry, retail, medical and 
educational institutions are also among the top 5 categories 
of the victims of extortion.

Figure 15. Categories of ransomware 
victims

38

Companies are still not fully prepared to deal with the 
consequences of ransomware attacks on their own. For 
example, in a survey 38  conducted by Veeam Software  
in Latin American countries, 58% of respondents said their 
organization paid the ransom and managed to recover the 
data, while 14% paid the ransom but couldn’t retrieve the 
data. Only 21% of respondents said they didn’t pay the ransom 
because they were able to recover data from backups. 
According to Veeam, in 77% of cases, organizations paid the 
ransom with insurance, but recently the terms of cyber risk 
insurance began to change: insurance companies began  
to increase the amount of franchise and insurance premiums. 
Some insurance companies now completely exclude 
cryptographers from coverage; 20% of respondents say so. 

Web sites

any industry



212

Possibly due to the large number of organizations falling 
victim to ransomware attacks and other threats directly 
impacting data, the most common security technology  
in corporate networks has become backup systems, used  
by 88% of organizations. 39  However, according to another  
study, the Thales Data Threat Report, 40  only 60% of 
respondents said their organization has a response plan in 
case of a ransomware attack (which is already a significant 
improvement compared to 2021, when only 42% of 
respondents reported having such a plan).

There are many ransomware groups in the region, the 
most active of which in the past two years have been:

 › LockBit

In South America, both government and private 
organizations have been victims of the LockBit extortion 
ring since 2019. Not all attacks were carried out by the group 
itself: LockBit distributes the same­name malware under the 
ransomware as a service (RaaS) model. 

 › BlackCat (ALPHV, UNC4466, Noberus) 

BlackCat has been active since 2021. Cybercriminals 
attack both private and government organizations in South 
America and around the world.  

 › Cl0p 

The Cl0p extortion ring was discovered in 2019. 
Intruders are attacking a wide range of industries around 
the world, but in South America extortionists are targeting 
universities and financial institutions in Mexico, Colombia, 
and Puerto Rico.

 › BlackByte

The BlackByte ransomware group was first spotted in 
2019. Cybercriminals operate all over the world, and in Latin 
America they have attacked industrial and state organizations 
in Mexico, Argentina, and Peru. Like LockBit, it distributes its 
encryptor on the RaaS model.

 › Rhysida 

The Rhysida cybercriminal group appeared in May 
2023. Cybercriminals disguise themselves as a cybersecu­
rity team trying to help victims. In South America, Rhysida 
targeted government and medical organizations. In May 
2023, the group attacked the IT infrastructure of the Chilean 
Army, which led to significant disruption of systems and 
leaking of confidential information. 

 › Conti

The Conti ransomware group conducted attacks 
on private and governmental organizations worldwide. In 
April  2022, the attackers launched a campaign aimed at 
Costa Rican government agencies. A series of cyber attacks 
resul ted in the shutdown of many government systems for 
almost a month, the leaking of 672 GB of data, and the intro­
duction of a national emergency. But by the end of June 
2022, the Conti Group had closed its sites and ceased to 
exist, supposedly dividing into a few smaller organizations.

Development of shadow markets

On the dark web intruders trade and exchange access  
to the networks of organizations, stolen data, and tools and 
services for carrying out attacks. Interest in Latin American 
organizations is growing: the number of dark web messages 
from the region has already exceeded 32% in the three 
quarters of 2023 what it was for the whole of 2022. More than 
half of the announcements (53%) indicating a specific country 
in the region concerned Brazil, Argentina, or Mexico.
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Most of the messages on the dark web (70%) contain 
announcements about selling or buying access to the 
infrastructure of organizations. 22% of advertisements are 
related to the purchase, sale or distribution of databases with 
confidential information. News about hacking accounts for 
about 6% of the messages.

Most often, access to networks of financial sector 
organizations, public institutions, IT companies, industrial 
enterprises and service organizations is sold on the dark 
web. Databases sold on forums or distributed free of charge 
typically contain information leaked from government 
agencies, telecommunications companies, online stores, and 
financial institutions.

Figure 17. Distribution  
of advertisements by topic

Figure 16. Distribution  
of advertisements by country  
in the region
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No reference 
to any industry

Figure 18. Distribution  
of advertisements by topic  
and industry

Figure 19. Average cost of access 
to an organization’s network on 
the dark web ($)
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Figure 20. Sale of access to three 
Latin American organizations

Figure 21. Sale of access to two Latin 
American organizations

The cost of access depends on several factors: the 
characteristics of the organization itself, such as the scope 
of activities and annual income, and the type of access 
off ered and the level of privileges of the account. The average 
cost is around $600. The most expensive type of access 
is account credentials for entering the infrastructure 
of fi nancial organizations: access to a bank is off ered 
at an average of $1,400, and the maximum price reaches 
$18,000.

Social engineering

Social engineering attacks are a major threat to the 
region, both to organizations and individuals. For example, 
cryptographers have infi ltrated corporate networks via email in 
53% of successful attacks. The KPMG Fraud Outlook 41

report found that 32% of Latin American respondents saw an 
increase in attempted phishing attacks in 2022, while the 41
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Figure 22. Social engineering 
channels

Individuals are subject to social engineering attacks via 
social networks and messengers, email, but most often when 
visiting phishing or compromised sites (58%). Most phishing 
sites are observed in the Brazilian segment. According to 
SocRadar, 43  over 2600 potential phishing domains were 
regis tered from October 2022 to October 2023, aiming to 
spoof the websites of Brazilian organizations. The Brazilian 
Public Security Yearbook 44  reported a 66% increase in 
online fraud cases in 2022. In the rest of the region, the threat 
is also present: during the same period, about 1,000 phi s­
hing domains were registered in Colombia, more than 800 
in Argentina, and more than 500 in Mexico and Peru. Cyber­
criminals imitate websites of crypto­currency exchanges, 
financial institutions, and public services. 

In May 2023, researchers identified a large­scale 
phishing campaign 45  targeting individuals and organizations 
in Mexico. The attackers sent emails with an attachment 
mimicking a CFDI 46  tax receipt format commonly used in 
Mexico. When opening an attachment on the user’s device, 
malicious software capable of intercepting credentials for 
access to bank accounts was loaded. Experts believe that 
this campaign began in 2021, and in the past two years, the 
attackers have deceived more than 4,000 victims, which is 
worth more than $55 million. 
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LATAM CISO Report: Cybersecurity Insights From Industry 
Leaders 42  notes that 88% of cybersecurity leaders consider 
various forms of social engineering to be the primary threat to 
companies. 

Research conducted by KnowBe4 shows that the level  
of awareness of employees in Latin American organizations 
is lower than in other regions: 41% of users cannot recognize 
phishing attacks. That is, four out of ten employees can 
download and run an attachment from a phishing letter,  
go to a malicious link, or pass credentials to intruders. In the 
remaining regions, the rate is less than 35%.

Web sites
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Banking trojans

Banking trojans pose a significant threat to individuals 
in Latin America, constituting 32% of all detected malware 
used. The region is seeing the spread of numerous 
banking trojans like BBTok, GoatRAT, PixBankBot, 47  and 
Grandoreiro  48 . Brazil and Mexico are particularly prone to 
attack; these countries are probably of greater interest to 
intruders due to population size and the widespread use of 
online banking.  

In September 2023, the BBTok banking trojan began 
spreading in Latin America, targeting residents of Mexico and 
Brazil. It mimics interfaces of over 40 Mexican and Brazilian 
banks, including Citibank, Scotibank, Banco Itaú, and HSBC. 
This allows intruders to deceive the user, i.e. it forces them  
to enter a two­factor authentication code to access the 
bank account and thus to seize control over the account. In 
addition, malware can steal payment card numbers. 

In Brazil, attacks have recently targeted PIX instant 
payment systems. For example, the GoatRAT trojan 49  
targets users of three Brazilian banks: Nubank, Banco Inter, 
and PagBank. This trojan intercepts the PIX key necessary 
for money transfers and steals funds from the victim’s bank 
account. 

Data leaks

According to IBM, 50  the average cost of damage 
from information leaks in Latin American countries increased 
by 32% over the year and amounted to $3.69 million by the 
beginning of 2023. The majority of attacks resulting in data 
leaks occurred in the government sector (27%), followed by 
manufacturing industry (15%), financial sector (10%), retail 
(10%), and education (7%). 

Figure 23. Industries with the 
highest number of data leaks 
(percentage of successful attacks 
resulting in data theft)

In attacks on organizations, the criminals primarily stole 
personal data (40% of the total volume of stolen information) 
and information containing trade secrets (21%). Most often, 
the personal data of citizens was leaked from the systems 
of state institutions, financial, and educational organizations. 
Corporate leaks were mainly due to extortion attacks 
demanding ransom for withholding stolen information. 
Attacks on individuals resulted in the theft of accounting and 
personal data (38% and 25%, respectively) and payment card 
data (25%).
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Attackers may sell compromised data on the dark web 
or make it publicly available. For example, data from the 
Argentine hospital Garrahan, hit by a cyberattack 51  in 2022, 
was put up for sale on the dark web for $1,500. 

Among the databases found on the dark web, 28% were 
stolen from government agencies, 20% from IT companies, 
and 8% from fi nancial organizations.

Figure 26. Sale of the Argentine 
hospital’s database

51

Figure 24. Types of data stolen 
in attacks on organizations

Figure 25. Types of data stolen 
in attacks on individuals
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Figure 27. Sale of databases on the 
dark web (victim categories among 
companies) 

CONCLUSION AND 
RECOMMENDATIONS

In recent years, Latin American countries have expe­
rien ced a number of attacks that impacted the functioning 
of  critical sectors and even an entire state. The region 
turned  out to be highly unprepared for cyberthreats due 
to  economic and social factors, as well as the rapid adop­
tion of digital techno logies without ensuring the neces­
sary  protection. We believe that cooperation between 
countries, investment in security, political support for 
changes, and improving education are crucial steps to take. 
We propose a number of measures to enhance cyberse cu­
rity for individual organizations, sectors, and the entire region. 

Recommendations for governments

Adopting information security strategies at a national level

Only a few Latin American countries have adopted 
national cybersecurity strategies. While the adoption of 
a  strategy by itself does not guarantee enhanced security, 
these documents set the direction of development and 
highlight the importance of cybersecurity at the state level. 
National cybersecurity policies and strategies need to be 
developed, implemented and updated in a timely manner, 
involving a wide range of stakeholders. The strategy 
development process should have the necessary budget and 
political support to ensure effective coordination and clear 
allocation of responsibilities.

A national cybersecurity strategy should include 
a threat assessment, with clearly defined goals and targets to 
achieve them. Representatives of government organizations, 
business, and the cybersecurity sector should be involved in 
the development of the strategy. Draft strategies should be 
subject to public debate. 
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Harmonizing legislation for cybersecurity and personal data 
protection

It is desirable to consider the possibility of unifying 
cybersecurity standards among the countries of the region 
for more effective interaction between states, and to consider 
common mechanisms for international cooperation and the 
exchange of information on international cyberthreats. 

Cybersecurity and data protection legislation should  
be regularly updated to meet current cyberthreats and  
to keep pace with technological developments. Legislation 
should facilitate effective coordination between different law 
enforcement and security agencies. 

Protecting critical information infrastructure

States must identify non­tolerable events at the industry 
and national levels. Such an approach would allow for the 
efficient allocation of resources to ensure the protection  
of critical systems. The first thing to consider is the 
infrastructure of sectors such as state­owned enterprises, 
industry, the financial sector, as well as other sectors critical 
to the economy and national security, such as e­commerce, 
and agriculture. It is necessary to consider the speed of 
digital transformation in the country and the level of maturity  
of information security.

Creating national and industry cyberincident response 
centers and improving mechanisms for cooperating with 
organizations

National cyberincident response teams are responsible 
for monitoring threats and helping organizations recover 
from serious cyberattacks. The creation of such structures 
should be a priority when implementing a national security 
and critical infrastructure security strategy. In 2023, only 
24 countries in the region had national CERTs/CSIRTs. 
Countries that already have such structures should establish 
industry CERTs and collaborate to support the establishment  
of regional response centers. It should also be borne in mind 

that incident notification mechanisms may not be sufficiently 
clear to security professionals. It is necessary to develop 
clear and transparent mechanisms for the notification  
of cyberincidents occurring in organizations, to make efforts to 
increase confidence in national CERTs and to foster interaction 
with state structures. Improved information­sharing among 
organizations and cybersecurity centers can help prevent 
attacks and respond to new threats in a timely manner. 

Responding to cyberthreats must be integrated into 
an overall strategy to protect and rebuild critical national 
infrastructure. 

Raising awareness and promoting education in  cyber ­
security matters

States should invest in public awareness and protection 
campaigns. There is a shortage of qualified cybersecurity 
specialists in the region, as well as in the world, so the 
popularization of this field and related professions, and the 
development of educational programs institutions of learning 
should be a priority for the state.

Cooperating internationally

Cybercrime had long transcended the borders of 
one state, and therefore it has been essential for countries  
to cooperate with each other in combating cyberthreats.  
By sharing information, resources and expertise, countries can 
collectively strengthen their protective measures and reduce 
the risks posed by cybercriminals from different jurisdictions. 
National cybersecurity strategies should include objectives 
for the development of international information security 
relations.

Recommendations for businesses

Identifiying non­tolerable events and critical assets

In order to ensure cyber resilience, companies first need 
to conduct a major risk analysis and identify non­tolerable 
events that can cause significant harm to their operations. 
This step will identify critical assets and focus on protecting 
the most valuable assets. Strategies should be developed 
to prevent non­tolerable events, including the necessary 
security measures and monitoring of network activity using 
modern security features.

Monitoring incidents and responding to cyberthreats

Incident monitoring and detection systems are needed  
to respond to potential threats and attacks in a timely manner. 
To this end, it is recommended to use SIEM systems that 
collect and analyze security event information from different 
sources in real time. When used in conjunction with XDR 
solutions that provide centralized threat detection and 
response, as well as NTA solutions that analyze network traffic, 
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the ability to detect attacks early and provide rapid response 
to threats is enhanced, reducing risks to the organization. 

Evaluating cybersecurity effectiveness

The effectiveness of the cybersecurity measures 
adopted should be tested regularly to assess the benefits 
of the strategy and security tools. It is recommended that 
particular attention be paid to verification of events that are 
non­tolerable for the organization.

In addition, it is worth considering using bug bounty 
programs that attract external security researchers to find new 
vulnerabilities. Such programs will help to detect and eliminate 
vulnerabilities before they are used by intruders. 

Training employees and developing information security 
specialists

It is important to train staff in the basics of cybersecurity 
and to conduct training to raise awareness of current threats 
and strengthen social engineering protection skills. 

To effectively combat cyberthreats, organizations 
should invest in the development of their cybersecurity 
specia lists. Regular training and certification of employees 
in the field of cybersecurity will help to improve their know­
ledge and skills, as well as to provide companies with expert 
support in preventing and responding to cyberattacks. One of 
the most effective ways of training is to participate in cyber 
exercises on specialized sites where information security 
specia lists can learn the skills of recognizing and countera­
cting attack techniques.

METHODOLOGY

The data and findings presented in this report are based  
on Positive Technologies’ own expertise, as well as analysis 
of publicly available resources, including government and 
international publications, research papers, and industry 
reports. 

 › In our estimation, most cyberattacks are not made 
public because of reputational risks. Therefore, it is 
not possible to calculate the exact number of threats, 
even for organizations involved in investigating inci­
dents and analyzing the activities of hacker groups. Our 
research aims to draw the attention of organizations 
and ordinary citi zens interested in the current state of 
information security, the most current methods and 
motives of cybe rattacks, as well as to identify the main 
trends in the changing landscape of cyberthreats.

 › In our report, each mass attack (during which the 
attackers carry out, for example, phishing mailing  
to multiple addresses) is treated as a single attack, not 
as multiple attacks. The terms we use in our research 
are listed in the Positive Technologies glossary 52 .








